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1. Ha3HauyeHue

Ynpasnsembin (L2+) POE «kommytatop Ha 52 nopta SW-
84804/L(800W) npegHasHadeH Ans OObeauHEHWs CeTeBbIX YCTPOWCTB,
3anuTbIBaHNA KX NO TexHonornm POE 1 nepeayn gaHHbIX MEXOy HUMU.

Ynpasnsemblin KOMMyTaTop (4anee no TEeKCTy - KOMMYTaTop) OCHaLleH
48 noptammn Gigabit Ethernet (10/100/1000Base-T) ¢ PoE (cooTtBeTcTBYIOT
ctaHgaptam |IEEE 802.3af/at 1 aBTOMaTMdeckn onpenensioT MoaKIoYaeMble
PoE-ycTpoiicTea), a Takke 4-ms Gigabit Ethernet SFP-cnotammn (1000Base-FX).
1-4 nopTbl noaaepxmeatoT POE IEEE 802.3bt

K kaxgomy 13 48 OCHOBHbLIX MOPTOB KOMMYyTaToOpa MOXHO MOAKMoYaTh
PoE-yctporictBa mowHocTeto o 90 BT (1-4 noptel), 30BT (5-48 nopThl) Mpu
3TOM obLwas BbixogHas molwHocTb (POE 6omxkeT) coctasnseT 800 Br.

B kommyTaTOope npegycmoTpeHa (YHKUMA MpPOBEpKM cTaTyca
noakntoveHHoro PoE yctporictea (PD Query). JaHHas dyHKUUS akTMBnpyeTcs
n HacTtpauBaetcs uvepe3 WEB uHTepcenc m nossonseTr guMarHOCTUPOBaTb
«3aBuUcaHMe» MNOAKIYeHHbIX POE ycTponcTB M nepesarpyxaTb uUxX nytem
nepenogaym PoE nutanus.

KommyTtatop rmbko HacTpamBaeTtcs Yepe3 WEB-uHTepdeiic n numeet
MHOXECTBO (pyHKUuN L2+ ypoBHs, Takmx kak VLAN, IGMP snooping, QoS wu
Ap.

Kpome TOro  KOMMYyTatop  nopgepxvsBaeT  aBTOMaTU4ecKkoe
onpegenenne MDI/MDIX (Auto Negotiation) Ha Bcex nopTtax - pacnosHaeT Tun
MOAKITIOYEHHOr0 CeTeBOro  yCTpPOMCTBA M Npu  HeobxoaMMoCTn MeHseT
KOHTaKTbl Mepefayn AaHHbIX, YTO MO3BOMSET Ucnonb3oBaTb kabenu, obxaTtble
nobbiM cnocobom (KpoccoBble 1 NPAMBIE).

KommyTtatop SW-84804/L(800W)  pekomeHOyeTcs WCMNONb30BaTh,
ecnm ecTb HeobXxoouMOCTb OObeAMHUTH OOMbLUOE KONUMYECTBO CETEBbIX
ycTponctB (IP-kamepbl, IP-TenedoHbl 1 nNp.) B 0gHYy ceTb U nepefatb K HUM
nuTaHune no kabento Buton napsl (PoE).

Kpome TOro kommyrtatop SW-84804/L(800W) moxeT BbiCTynaTb B
KayecTBe KOMMyTaTopa YpPOBHA saapa (KOpHEBOro KommyTaTtopa) Ans
NoKanbHOW CeTW, OCHOBaHHOW Ha OONbLUOM KONMUYEeCcTBE MeAHbIX TNUHUNA
CBSA3N.



2. KomnnekTtauus

1. KommyTatop SW-84804/L(800W) — 1wwr;

2. Kabenb nutaHms — 1wr;

3. MoHTaXHbIN KOMNNEKT AN KpenneHus B 19”7 cTonky — 1w,
4. KpaTtkoe pykoBOACTBO MO 3Kcnnyaraumm — 1r;

5. YnakoBka — 1wWrT;

3. OcobeHHOCTU O6OpyAOBaHUSA

o bonbluoe KoNnM4yecTBO OCHOBHBIX NOPTOB — 48 ¢ POE;

e [loctaTo4yHoe konuyectso SFP cnotos — 4;

e MowHocTtb Ha nopT: 90 BT (1-4 nopTsl), 30 BT (5-48 nopThl)

e [loBblleHHas obwas mowHocTb POE — 800 BT;

e [ubkoe ynpaeneHune 4yepes WEB nHTepdelic;

o [lopaepxka pyHkumn L2+ (VLAN,QOS,LACP,LLDP,IGMP snooping);

e AKTMBHOE MHTEeNneKTyanbHoe OXnaxaeHue B 3aBUCMMOCTU OT
Harpysku PoE;

e PD Query — coyHKLMA ONa AMarHOCTUKM U Nepesarpyskn 3aBUCLLIMX
PoE ycTtpoicTs;

e  ABTOMAaTMYECKUI/pYyYHOW BbIOOP pexrMa yBeENMYeH1s 4anbHOCTH
nepegayun curHanos go 250m. (Ckopocms nepedayqu oepaHuyeHa 10
M6éum/c).

4. BHelHUW BMA U oNUCaHME 3NIEeMEHTOB

4.1 BHewWwHun BUA

Puc.1 KommyTatop SW-84804/L(800W)



4.2 OnucaHue pa3beMOB, KHOMOK U UHONKATOPOB

7 65

48G+4SFP M: d Switch
anaged Switcl syYs
Link
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9 50
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51

Console PW RET

M

Puc.2 Kommytatop SW-84804/L(800W), pasbembl, KHOMKN U MHAMKATOPbI

Tab. 1 Kommytatop SW-84804/L(800W) , Ha3HayeHMe BHYTPEHHUX SIEMEHTOB

Ne
n/n

O6o3Ha4yeHne

HasHayeHne

LED nHgmkaTopbl CETEBOM aKTMBHOCTU U POE Ha
noptax 1-48

[opuT xenTbiM — K NopTy noakntoyeHo PoE
ycTpouncTeo, POE nogaetcs.

CopuTt/MuraeT 3eneHbiM — yCTaHOBEHO
CoeuHeHMe.

MopTbl RJ-45 ¢ 1 no 48. NpeaHa3Ha4veHbl Angd
NOAKMIOYEHUSA CETEBBIX YCTPOWCTB, B TOM YMCne C
PoE Ha ckopocTtu go 1 I'éut/c.

49 50 51 52

SFP cnotbl. NpegHasHayeHbl 4ns NoAKNioYeHns
KOMMYyTaTopa K ONTUYECKOW NIMHUKN CBA3M Ha
ckopocTtu 1IMéut/c ucnonb3dya SFP-moaynu 1,25
6ut/c (npnobpeTaroTcst OTAENbHO).

RET

MukpokHonka. lNMpeaHasHaveHa ans cbpoca
KOMMyTaTopa K 3aBOCKUM HacTporkam.
Heobxoaumo npodomkuTensHoe HaxaTne ~3 cek
npu BKMNOYEHHOM NMUTAHUN.




Ne
n/n

O6o3Ha4yeHne

HasHaueHne

SYS

PW

LED uHaukaTop paboTbl kKOMMyTaTOpa.
Mwuraet — paboTta B LUTAaTHOM peXUME;
CopuT — aBapunHas cuTyauns (3aBncaHme
KoMmyTaTopa);

BbICTPO MUraeT — naeT 3arpyska nNpoLUUBKMY.

LED-nHAnKaTop NOAKMHYEHUS NUTaHUA
TopuT — NnuTaHne nogaetcs.

He roput — nutaHne Ha BXxoA4e OTCYTCTBYET.
B03MOXHO, KOMMYTaTOp HE UCMNPaBEH.

Console

Pasbem RJ-45. [NpegHasHaveH ons noaknoveHns
kommyTaTopa k COM noprty. Nossonset
3arpyxaTb B KOMMYyTaTOp NPOLUMNBKY B Criy4ae
aBapuHOM cUTyaLumm

Link
Giga
49 50 51 52

LED vHamKaTopbl CETEBOW aKTUBHOCTU U
ckopocTu SFP cnoTtos.

Link roput — yCTaHOBMEHO COEANHEHNE;
Giga roput — ckopocTb coeanHerus 1 F'out/c
Giga He roput — CKopocTb coeanHeHnsa 155
Mo6wuT/c

5. NoaknoyeHune
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Puc. 4 Cxema nogkntoveHmsa kommyTtatopa SW-84804/L(800W) Ha npumepe
cetu ans 60nblIOro pa3BeTBEHHOro oduca

6. MNMpoBepka paboToCnocobHOCTU CUCTEMBI

Mocne nopgkntoyeHnst kabenen K pasbEMaM M MOAaYN MUTAHUSE MOXHO
ybeanTbcsa B paboTocnocoOHOCTN KOMMYyTaTopa.

Mopkmounte  KommyTaTop Mexay aAsymsa [K ¢ u3BecTHbiMu |P-
agpecamu, pacnonaralolwmMmca B OOHOW noaceTw, Hampumep, 192.168.1.1 un
192.168.1.2

Ha nepBom komnbioTepe (192.168.1.2) 3anyctuTe KOMaHAHYK CTPOKY
(BbImONHMTE KOMaHAZy cmd) 1 B NOSIBMBLUEMCS OKHE BBEAUTE KOMaHAay:

ping 192.168.1.1
10



Ecnu Bce noakntoveHo npaBuUIibHO, Ha 3KpaHe MOHUTOpPAa 0T06pa3I/ITCF| OTBET OT

BTOPOro KoMnbroTEPA. 310 cBmaeTenbCcTByeT 06 MCNpaBHOCTK KOMMYyTaTOpa.

WINNT'\System32',command.com

IC:\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bhytes=32 time<{1Bms
Reply from 192.168.1.1: bytes=32 time<{1Bms
Reply from 192.168.1.1: bytes=32 time<1iBms
Reply from 192.168.1.1: bytes=32 time<iBms

Ping statistics for 192.168.1.1:
P Sent =

ackets: 4, Received = 4, Lo

TTL=255
TTL=255
TTL=255
TTL=255

= @ <(Bxz loss).,

Approxinate round trip times in mill onds:

Minimum = @ms, Maximum = Oms, A

C:\>

Ecnun oteBetr ping He nonyyeH («Bpems 3anpoca ucTekno»), TO

crnepyeT NPOBEPUTbL COeAMHUTENbHbIN Kabenb n IP-agpeca KOMMNLITEPOB.
Ecnun He BCce nakeTbl ObINN NPUHSTLI, 3TO MOXET CBUOETENLCTBOBATD!

- O HU3KOM KadecTBe Kabens;
- O HEUCNPaBHOCTUN KOMMYTaATOpPa,
- O NnomMexax B JIMHUN.

MpumeyaHwme:

anI‘-Il/IHbI noTtepun B ONTMYECKON NNHNN MOryT ObITb Bbl3BaHbI:

- HeucnpasHocTblo SFP-moaynen;
- nsrmbamu kabens;
- 6ONbLUMM KONMYECTBOM Y3M0B CBapKY;

- HEUCnpaBHOCTbIO UMM HEOAHOPOOHOCTbBIO ONTOBOJIOKHA.
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7. NMoparoToBKa nepen ynpaBfieHUEM KOMMYTaTOPOM
yepe3 WEB.

3pecb OypeT nokasaHa pJetanbHasi HacTpowka cetu ansg MK nog
ynpasneHvem Windows 8 (noxoxun mHtepdenc y Windows 10, Windows 7 u
Windows Vista).

1. Ortkpovite «LeHTp ynpaBneHna cetamm u obwmm goctynom» (Network
and Sharing in Control Panel) n Haxmute «/3MeHeHVe napameTpoB
apantepa» (Change adapter setting) kak Ha pUCyHKe HUXe.

1 % < Network and Internet » Network and Sharing Center v e P

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Unidentified network Accesstype  No network access
settings Public network Connections: [ Ethemet

Change your netwerking settings

See also
digi Setup a new connection or netwark
Bonjour =
Set up a broadband, dial-up, or VPN connection; ar set up a router or access paint,
HomeGroup
Internet Options [ Troubleshoot problems

Windows Firewall Diagnese and repair network problems, or get treubleshoeting information.

2. B nosBuBwemca okHe «CeTeBble nogkmodeHusay  (Network
Connections) oTobpaeHbl BCE CETEBbIE MOAKIIOYEHUS, OOCTYMHbIE
Bawemy K. Coenaiite OBOMHOW KIMK Ha MOLKIIOYEHUU, KOTOPOE Bbl
ucnoneayete ansa cetu Ethernet

B *
1 & « Networkand Intenet + Network Connections v & | Search Network Connections O
Organize « B I @
", Bluctooth Network Connection " Ethemet I VirtslBox Host-Only Network
. Not connected ME  Unidentified network M= Disabled
% @ Bluetooth Device (Personsl Ares . @7 Qualcomm Atheros ARBIT1/8175.. @9 VirtualBox Host-Only Ethemet Ad...
.: VPN Connection = Wi
S5 Disconnected X Not connected
& WAN Miniport (KEv2) ® ] Qualcomm Atheros ARS4ESWE-E..
5items =S

3. B nosiBuBLLemMmcs okHe «CocTosiHMe - [NoaknoYeHne no nokanbHOW ceTn»
(Ethernet Status) HaxxmuTe kHOMKy «CBoncTBay (Properties) kak
NMoKa3aHO HUXe.
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General

Connection
IPv4 Connectivity: Mo network access

IPv6 Connectivity: No network access
Media State: Enabled
Duration: 00:03:17
Speed: 1.0 Gbps

=
Sent — %‘;!' ——  Received

Bytes: 81,247 | 234,299

|®Eroperﬁes| @Qisable || Diagnose |

4. B nossuBiemcs okHe «[logknoveHne no nokanbHon cetn — CBoncTea»
coenamte [OBOMHOW KWK Ha «NpPOTOKON WHTepHeTa Bepcun P V4
(TCP/IPv4)» Kak nokasaHO HuXe

Networking | Sharing

Connect using:
@ Qualcomm Atheros AR8171/8175 PCI-E Gigabit Ethemet

This connection uses the following items:

431 005 Packet Scheduler

<& Microsoft Metwork Adapter Multiplexor Protocol
& Microsoft LLDP Protocol Driver

& Link-Layer Topology Discovery Mapper /0 Driver

REROX

& Link-Layer Topology Discovery Responder

Intemet Protocol Version 4 (T

Install... Uninstall

Description

Transmission Control Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.
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5. B nossuBLiemcs okHe «[MpoTtokon uHtepHeTa sepcun IP V4 (TCP/IPv4)»
ckoHurypupyite IP agpec Baluero MK 1 macky noaceTu Kak nokasaHo

HWXe
) Ethernet Properties
X
= | temet Protocol Version 4 PPue) properes [ |
General
Connect using:

¥ Qualcomm Atheros AR8171/8175 PCIE Gi You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

This connection uses the following items:

W QoS Packet Scheduler
[J -2 Microsoft Network Adapter Muttiplexor P 1
-4 Microsoft LLDP Protocol Driver e DISIE 0
«a. Link-Layer Topology Discovery Mapper || Subnet mask:
. Link-Layer Topology Discovery Respond|
1 = Intemet Protocol Version & (TCP/IPVE) Defaitosienay:

-4 Intemet Protocol Version 4 (TCP/IPv4)
<

() Obtain an IP address automatically
(@) Use the following IP address:

255 .255 ,255 . 0 |

Obtain DNS server address automatically

(@ Use the following DNS server addresses:
Install... Uninstall
s Preferred DNS server:

Description

Transmission Control Protocol/Intemet Protocol Alternate DNS server:

wide area network protocol that provides comm
across diverse interconnected networks.

[[validate settings upon exit Advanced...

OK

Mo ymonuanuio IP agpec kommyTtaTopa 192.168.0.1 Bl MOxeTe 3agaTb
nodon IP agpec B none «IP agpec», B Tol e noacetn 4to u IP apgpec
kommyTaTopa. Haxkmmte kHonky OK, 4ToObl COXpaHWUTb M MPUMEHUTE HAaCTPOWKM.

6. BaeawuTe B agpecHyto cTpoky 192.168.0.1 (IP-agpec kommyTaTopa) 1
Haxkmute Enter Ha knasuaType.

(=] ||

5
{n v o

e" )| @ hipynszicaoy 9 - B¢ X || @ smartswitch Web-Base ...

7. Tloasutca chopma ayTeHTUmKauum.
Mo ymonuaHumio Login: admin Password: admin

5
Authentication Required [~
e http://192.168.0.1 is requesting your username and password. The site says:
: “Networks”

User Name: m

Password: eeeee

=)
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8. [locne KoppekTHOro BBOAa UMEHM NONb3oBaTens (ForMH) 1 napons
nosiBuTcA rnasHoe okHo WEB uHTepdenica kommytaTopa

23 25 21 29 31 33 35 3T 39 41 43 45 4T
alaolalaalanoaaololo
3

Managed Switch

=]
L3

oI System Configuration
=3 System Canfiguration
B [Managed Switch 3.0.2
B Seral Information System Object ID [1.36.1.4.1.12284.1
Usar Managament System Version [Managed Switch 3.0.2
‘Safa Management Num Netwark nferfaces. 5]
SNTP Configuration EREE [2020026cN0001
‘Save Current Configuration MAC Aoares [oo-00-00:-00 88 .95
8 Configuration File IP Address. [192.168.0.20
File Upload [Byatan Siact Kewe |0-Days 0-Hours S-Minutss 41-Seconds
) System Reboat System Date Time | 206700215 22 3612 (Format: YearMonth/Day Hour:Minute: Second)
#1 Pont Configuration System Hame Swirch
{3 MAC Binding ‘
1 MAC Filter

* (] VLAN Configuration
# 1 SNMP Configuration
%] ACL Configuration ‘System Contact ‘

System Location ‘

#) QOS Configuration
%1 IP Basic Configuration

#1 AMA Configuration Refresh| Apply Help

8. OnucaHue HacTpoek u ¢pyHkumn B WEB-uHTepcence
KOMMYyTaTopa

8.1 KoHdpurypauusa cucrtemnl (System Configuration)

8.1.1 Basic Information (O6was nHcpopmauus)

Managed Switch

- Managed Switch System Configuration
=3 Systam Configuration

21 Basic Information System Description [Managed Switch 302

5 Serial Information System Object ID [1361.4.1.122841

) User Managament System Version Managed Switch 30.2

[s2

E) SNTP Configuration Serial Number [2020028CN0001

E) Save Current Configusation MAC Address [00-00-00:00:85:99

8 Canfiguration Fle 1P Address [192.168.0.20

B Fite Upload System Start Time urs §-Minutes 41-Seconds

B System Reboot System Date Time 2236112 (Format: Year/Month/Day Hour:Minute: Second)
%] Port Configuration System Name Switch
&) MAC Binding
1] MAC Fter System Location
#{_1 VLAN Configuration
=) SNMP Configuration

*1{1 QOS Configuration
%1 IP Basic Configuration
#1 AA4 Configuration
#{ MSTP Configuration
#10 1GMP SNOOPING Configuration
* {1 GMRP Configuration
={1 EAPS Configuration

# ] RMON Configuration
%] Cluster Management
# {1 Log Management
%1 PoE Power Control

#1) ACL Configuration System Contact ‘

Refresh] | Apply Help



» System Description (OnucaHue cuCTeEMbI) coaoepXuT — obLLyio

WHpopmMaLmio 0 cucTeme;

» System Object ID (MoeHTudmkaTop CUCTEMBI) OTOOpaXaeT CeTeBOW

naeHTUgmKaTop CUCTeEMBI;

» System Version (Bepcus npowwmBkM) oToBpaxaeT TeKyllyl Bepcuto

yCTaHOBJ'IeHHOVI Ha KOMMYTaTOp MNMPOLUNBKU;

» Num network interfaces (KonuyectBo nopTtoB B KOMMYyTaTope)
oTobpaxkaeT KONMYECTBO BCEX MOPTOB A1 COEANHEHWSI C CETbIO;

» System start time (Bpemsi 3anycka cuctemMbl) OTOGpa)kaeT CKOJbKO

BPEMEHW NPOLLIIO C MOMEHTA BKITHOYEHUS;
» System name (ViMs kommyTatopa) oTobOpaxaeT MMsi KOMMyTaTtopa.
Monb3oBaTenb MOXET NepenmeHoBaTb KOMMYTaTOP;

» System location (MecTononoxeHne komMmyTaTtopa) oOToGpaxaeT

¢huamyeckoe MeCTOMNONOXeHne KOMMyTaTopa. 3apaetcsa
nonb3oBaTenem;
» System Contact (KoHTakTHble AaHHble) oTobpaxkaeT nms Bnagensua u

€ro KOHTaKTHble AaHHble. 3agaeTcs Nonb3oBaTeNeM.

8.1.2 Serial Port Configuration (Hactponka nopta Console gns
ynpaBneHus)

o
Managed Switch o um
C

3 Managed Switch Serial Port Configu
543 System Configuration
51 Basic Information
) Sexial bnormaiion —_— H
Bl ser Management Parity Code Nane
51 Safe Management Stop Bits. il
81 SNTP Configuration [Flow Cantrol
&) Save Cusrent Configurasion
) Contiguration Fie
Bl Fae Uploas
B System Reboot
%1 Port Configuration
13 MAC Binding
(3 MAC Fitar
1) VLA Configuration
&3 SNMP Configuration

[Baud Rate 30400

5 Community Nama
] TRAP Target
%01 ACL Configuraton
%(J QOS Configuration
#C IP Basic Configuration
(1 ABA Canfiguraton
%(J MSTP Configuration
L1 1GMP SNOOPING Configuration
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OaHHasa cTpaHuua WEB-nHTepdenica oTobpaxaeT napameTpbl
yrnpaBneHnss KOMMyTaTopom vepes nHtepgenc RS232/485 (COM nopTt B [1K),
ucnonb3yd ero nopt Console. [lpu ynpaBneHMn KOMMYTaTOpOM 4epes
HyperTerminal ybeantecb, YTO HAaCTPOWKM COOTBETCTBYIOT NPUBEAEHHbLIM Ha
3TON CTpaHuLe 3HAYEHUSIM.

Baud rate (ckopocTb nepeaayun gaHHbIX)
Character Size (pa3mep cCMMBOMOB)
Parity code (61T 4eTHOCTK)

Stop bits (ctonosble 6UTLI)

YV V V V V

Flow control (ynpaBneHne noTokom).

8.1.3 User Management (UHcpopmauus o nonb3oBaTensix)

&= Engih
i Managed Switch

| seename O pasamard Mew assaant R anie pessmed Priviege

[re—
B SNTP Cortgratin

' Save Cument Confguration
8 Conturaion Fie

8 Fia Uphed

8 Sysiem Rebost

#0117 Baske Canfirason
#1 Adi Canbuaatin

# L1 MSTP Confiurnbon

= 1 GH SHODPING Confgursen
=13 GMRP Corgarstan

=10 4P Corsguraton

) RuON Contuurason

#1 Cuusar dansgomnt

#1 Log Mansgement

L1 Pok Power Cantol

Ha panHon cTtpanvue WEB wuHTepdpenca MOXHO W3MeHUTb/3apgaTb
HOBbIN naponb (new password) Ans Tekywero nonb3oBaTtens, U3MEHUTb
npasa A4oCTyna K ynpasneHuto kommyTaTopom (privilege) n ap.

[Maponu HyXHO BBOAUTL C yd4eToM peructpa. OHM MOryT cogepxatb 4O
16 cumBonoB. [Ons BBoAa napons HeobxoouMMo nOBaXabl BBECTU HOBbIN
naponb B none New Password n B Re-enter Password. [Ins Toro 4toObl
N3MEHEHNs1 BCTYNUNN B cuny, HeobxoamMmo Haxatb KHonky Apply (MpuHATH).
Mocne aToro nonb3oBatento notpebyetca 3aHoBo BonTM B WEB mnHTepdeiic,
MCNonb3ys HOBbIV Maposib.
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C nomoLLbo HAaCTpPOeK Ha 3TOW CTpaHULEe NOoNb3oBaTenb MOXeT 3a4aTb
MHOTrOMOJIb30BATENBCKUI PEXUM YNpaBneHnst KommyTaTtopom (multi-user).

[na ynpaBneHus 4yepes Telnet n WEB gns nonb3oBaTtens A0MKeH BbITb
BbIOpaH MHOrononNb30BaTENbCKUN PEXUM.

8.1.4 Security Management Page (YnpaBneHue 6e30nacHOCTbI0)

e Englah

Ha panHon cTpaHnue WEB wHTepdhenica HaxogsaTca HaCTPOWKM,
no3BonsiloWmne agMUHUCTPAToOpPy MOKO ynpaBnATb AOCTYNOM K yNpaBrieHuo
kommytatopom (WEB, TELNET wnim SNMP) Ha ocHoBe ACL (nwuct
yrnpaBreHus JocTynom)

Ectb BO3MOXHOCTb NOMHOCTbIO OTKIMIOYUTb yrnpaBneHue
KOMMYTaTopoM AN KOHKpeTHoro metoga ynpasneHus (WEB, TELNET wnu
SNMP). Tllo yMonuyaHuto ynpaBrneHMe C MOMOLLbI0 Kaxgoro Mmetoaa
paspetueHo n ACL dounbTpaums He NpUMeEHsIeTCS.

AOMUHUCTpPaATOP  MOXeT  YacTUYHO  3anpeTuTb  ynpasneHue
KOMMYTaTOPOM C NOMOLLIbIO OAHOMO UITN HECKOSTbKNX MeToa0B, ucnonb3ys ACL
dunbTpaumio.

Mpn npumeHeHnn ACL dunbTpaunum [nNa  Kaxgoro meTtoda
ynpaBneHus Heobxo4MMo ykasaTb 3TOT MeTO B CMMCKE Service type, a 3atem
BbiGpaTb ACL oT 1 go 99. NmaBHoe ycnoBue — BbibpaHHbIi ACL formkeH ObiTb
Cco371aH 3apaHee.

O6paTtuTe BHUMaHWE, ecnv agMUMHUCTPATOP 3aKpPOEeT BO3MOXHOCTb
ynpaenaTe kommyTtatopom no WEB, aTta cTpaHuua c HacTporikamu
nepectaHetr ObITb AOCTynHa. Torda MOXHO BOCMONb30BAaTbCA APYrMM
MEeTOAOM ynpaBneHus, Hanpumep yepes Telnet unu SNMP.
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8.1.5 SNTP Configuration (HacTponka npoToKkona CUHXPOHU3aLun
BpPeMeHMN)

3 Managed Swheh SNTP Configuration

=4 Systsm Configuration
) Basic Information Server I Address 1 21111519421
Bl seri nformason
81 User Maragement
) Safe Management
B SNTP Configuestion e
1 Save Cusrent Cansiguraton Tims Zone 80
) Configuration Fle —— Dinable »
. it Lot e Tome

e Systom Date Time 20610215 225100

F1_1 MAC Binding

3 MAC Finr

1 VLAN Configueation

=24 SNMP Configuration.
B community Name.
61 TRAP Target

#1 ACL Conguration

#0100 Confguration

%1 IP Basic Configuation

1 ARA Configuration

%1 MSTP Configuration

1 IGMP SNOOPING Configuration

%1 GMAP Configuration

1 EAPS Cansguraion

) RMON Canguration

%1 Cluster Management

1 Log Mansgement.

1 PoE Power Contil

‘Sarver 2 Anaress 2 203109 252 5
‘Server P Andress 3 1924324418

Refiesh] [ Apply

Ha aTton cTpaHuue Haxogatcs HacTponkm SNTP (MpOTOKOM CUMHXpPOHM3aLun
BPEMEHM MO KOMMbOTEPHOM ceTu). [locne HeobGXoOUMbIX HacTpOek
HeobxoamMo HaxaTb kHonky Apply (MprHATL).

8.1.6 Current Configuration File (MpocmoTp n coxpaHeHue TeKyLien
KOHdUrypauum B namMsATb KOMMyTaTopa)

[=] Linkup.

Managed Switch & Linkan
7 Disable

3 Managed Switch . Save Current Configuration
‘2N System Configuration
Basic Information
Serial Information
User Management
Safe Management
-1 SNTP C
Save Current Configuration

|
username admin enc-password "I privila ge

vlan database
'

ing-tree mst

interface vian1

Configuration File ip address 192.168.0.20124
File Upload ipv6 address e80::200:f e00:8899/64
|
System Reboot interface gel/1
{11 Port Configuration e high-power bt
2 MAC Binding interface ge1/2
(3 MAC Filter poe high-power bt
. |
1 VLAN Configuration interface gelr3
{1 SNMP Configuration poe high-power bt
2 i !
(1 ACL Configuration interface ge1/4
(1 QOS Configuration poe high-power bt
{1 IP Basic Configuration !

2 interface ge/s
(1 AAA Configuration poe high-power
|

(1 MSTP Configuration !
interface gel/s
(3 1GMP SNOOPING Configuration  poe high-power
|

0 GMRP Configuration
interface get/7

*(1 EAPS Configuration poe high-power

1 RMON Configuration ! terface ge1/8

{3 Cluster Management ‘"P;T‘;hg,:we,
|

*(1 Log Management

2 PoE Power Control interface ge/S

poe high-power
|

interface ge1/10
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Ha paHHOM cTpaHuue WEB wHTepdenca oTobpaxaeTcs Tekyllas
KOHGUrypaums kommyTtaTopa. KHonka Save (CoxpaHuTb) MO3BOSIUT COXPaHUTb
TeKyLLY KOHUrypaLmio KOMMyTaTopa B NaMaTb KOMMyTaTopa.

Mockonbky 3anuce dparina TpebyeT ydaneHus/sanncn Ha FLASH
namsTb KOMMYyTaTopa, onepaums MoOXeT 3aHATb HEKOTOPOE BPEMS.

8.1.7 Configuration file (CtapToBas koHcurypaums, coxpaHeHue cpanna c
HacTponkamm)

=z Eng

eltn e Costguraton ik o Dowelosdfhe Cornguration Fie o o loca compierh

*11 A Cortigraton
#1 ST Cantyuasion
#1J IGMP SNOOPING Configuratan
# 1 GMRP Coniguration

#L1 EapS Conguration

=1 AMON Canfgueaion

=1 Chostr Mamagmest

#1J Log Managemese

#11 Pok Fuwsr Conval

CrapToBas KoHGwUrypaums npegcraenseT cobon gain, 3anMcaHHbIN
Bo FLASH namsatu kommytatopa. Korga kommyTtatop 3anyckaeTca U He
HaxoOMWT 3anucaHHbI paHee ann KoHdurypaumm BOo FLASH namatw,
YCTPOMCTBO Mcnonb3yeT dann ¢ HacTponkammn no ymonyaxuio (default).

KHonka Delete (yganutb) NO3BOMNseT Bbi3BaTb AMAnoroBoe OKHO, rae
OygeT npeanoxeHo yganutb Tekywuin cann koHdurypauum w3 FLASH
namatun. Ecnn Bbl nepegymanu 9TOo Aenatb, Haxmute kHonky Cancel
(oT™meHa).

KHonka Download (ckauuBaHue) wucnonb3yetca [Ans CKkaydnmBaHus
KOH(urypaumoHHoro darnna Ha K n3 namatm kommyTtatopa. B guanorosom
okHe BblbepuTe SAVE (coxpaHuTb), a 3aTem NyTb K Kartanory ¢ darnamm
KoHurypaumu. Mo ymonyaHuio nms danna switch.cfg
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8.1.8 File upload (3arpy3ka chainna c koHdurypaumen)

Z NN
T ololol =

Managed Switch

&z Engish

B Sate Mansgamam
) SHIP Contiguadcn
S r——
B Canfguaion Fle

B Fae Upioss

ABER | TaREATE [ T

Ha aton cTpaHuue npeacraBnseTca [[OCTYM K 3arpy3ke paHee
CO34aHHbIX annoB KOHPUrypaumm B NnamaTb KOMMyTaTopa.

HaxmuTte kHonky Path (nyte), 4TOObl BbIOpaTb HYXHbIA hann c
kKoHdurypaumen Ha [K. 3atem Haxmute kHomky Upload (3arpysutb). dawnn
OOIMKEH NMeTb paclumpeHue: .cfg

Ecnu y Bac ecTb 06pas gncka ¢ HacTporikamu, TO Bbl MOXETE 3arpy3utb

ero. Obpas gomkeH UMETb pacluMpeHue darnna: .img

BHumaHue

Bo epems 3aepy3ku halna KoHgbuaypauuu 6 rnamsimb KOMMymamopa He
nepexodume Ha Opyaue cmpaHuubl WEB-uHmepdelica, He nepe3azpyxalime
U He omkriroyalme KOMMymarmop, UHadye HacmpouKu Mo2ym 6bimb 3anucaHbl

€ owubkamu, 4mo Moxem roesieds 3a coboli cbou 8 pabome KoMMymamopa.
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8.1.9 System reboot (Mepe3arpy3ka koMMyTaTopa)

[=] Linkup

Managed Switch ) Linkan
[ Disable

‘3 Managed Switch System Reboot
{23 System Configuration
Basie Information Reboot Reboot Factory Help
Serial Information
User Management
Safe Management
SNTP Configuration
Save Current Configuration
Configuration File
File Upload
System Reboot
{3 Port Configuration
01 MAC Binding
1 MAC Filter
{1 VLAN Configuration
1 SNMP Configuration
1 ACL Configuration
{3 Qos Configuration
(1 1P Basic Configuration
1 AAA Configuration
{21 MSTP Configuration
1 IGMP SNOOPING Configuration
{1 GMRP Configuration
{1 EAPS Configuration
{1 RMON Configuration
{1 Cluster Management
{1 Log Management
Q1 PoE Power Control

Ha paHHow ctpaHuue WEB wHTepdenca npegoctasnseTca JocTyn K
nepesarpyske kKommyTaTopa Unu 3arpyske 3aBOLCKNX HaCTPOEK.

Ons atoro Haxmwute KHOMKy Reboot (nepesarpyska) wmnm Reboot
Factory (cbpoc k 3aBOACKMM HacTponkam). B nosiBMBLIEMCSA OMANOroBOM OKHE
noateepavTe ceoe gewnctBue kHomkoW OK MM OTMEHWUTE ero C MOMOLbHO
kHorku Cancel (oTmMeHa).

8.2 Port configuration (HacTtponka nopToB)
8.2.1 Common Configuration (O6was HacTpoika NopToB)

Ha gaHHon ctpaHuue WEB uHTepdenca npeacrtasneHa nHgpopmaums
0 HacTpomnKax Nno Kaxxgomy NopTy KommyTatopa. lNonb3oBaTtenb MOXET MEHATb
CKOPOCTb Nepefaydv AaHHbIX, BKMYaTb UM OTKMNoYaTh TOT UM MHOW NOpT,
npocmartpusaTtb 6a3oByto MHopMaLuto.

Ona HacTpoWknm KOHKpPEeTHOro nopta Heobxogumo BbiOpaTb ero
Ha3BaHVe 13 BbinagaroLwero cnucka.

Mo ymonyaHuo Bce nopTbl BktoYeHbl (UP), 4To6bl BbIKMOYMTE NOPT
HeobxogmMMo Bbibpatb nyHKT DOWN (Bbikntountb). YTOObI M3MEHEHMSA
BCTYMUIMM B CUIY, HaxXmuTe KHoOMKy Apply (MpuHsTb). Takmm e obpasom
BblIOUpaeTcsa 3Ha4YeHUs CKOPOCTM ANs BbiIbpaHHOro nopra.
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Ecnn gnsa kakoro-nnbo nopta BeibpaTth Full-10 (Ckopocmeb nepedayu
10 M6um/c, Oynnekc), TO MNOPT MEPEKIIIOYNTCS B PEXMM YBENUYEHUS
AanbHOCTW nepefayn curHanos o 250m. Takke nopTbl MaTpuvubl CNOCOOHbI
aBTOMaTUYECKN NEepPeXoauTb B 9TOT PEXUM MPW NOAKIIOYEHUN K NIMHUW ONTMHON
100-250Mm, 0bmeH aaHHbIMK nogaepxmBaeTcs Tonbko ¢ Uplink noptamu.

ApplYy — NPUHSATE BHECEHHbIE N3MEHEHNS.
Refresh - 06HOBUTL 3HaYeHWsA HACTPOEK AN NOPTOB A0 TEKYLLMX.

Managed Switch

X e

et Sowsd VLAN B Detaum LA
e agosons
St bgotsre
S Moo
e tagosins

i
H
i
H

o Nogosars
o Nagosare
e agososs
St bagotene

L
E
Tlvsineeny

.
S
o
1 P Powss Cont ot
et
=

i Managed Switch Port Statistics Information

1 System Confguration

123 Pan Configuration
]

[port -

B Pot Statissics.
B Fiow Conral [Port siavstics mrosmanan
1B Broadcast Stoem Receive Totol Byies (findctets) 0 Recelve Unicast Packets Num (nUcastPhis) 0
B} Port Ratelimit Received Hon Uicast Packets Num GINUCasIPKLS) 0 Received Discard Packels Num (ifin0iscards) 0
) Protected Pont Received Error Packets Num (fingrrors) 0 Received Unkanwn Prolocol Packets Num (iflalinknownratos) 0
8 Loam Limit sand Total Bytes (HOUOCHes) 0 Sana Unicast Packets Num (1OUUCSIPKES) 0
) pon Tunking Sondt on Unicast Packets Num (4OuNUcasPiis) 0 Semt Discard Packets Num (OwDiscards) 0
: m'l Send Enor Packets Num (OUIEors) 0

B3 MAC Binding Refiesn] | Hep

L0 MAC Fiter

] VLAN Configuraion
1 SNMP Canfiguration
#01 ACL Configuration
21 GOS Configuraton
#J IP Basic Configuration
1 AAA Confiquraion
21 WSTP Configuration
L1 IGMP SNOOPING Configuration
1 GMRP Cansiguration
1) EAPS Configuration
] RMON Configuration
#1 Cluster Management
1 Log Management
21 Pak Pawer Cantrol

23



Ha gaHHon cTtpaHunue WEB uHTepdenca npeacrasneHa HakonmneHHasa

WHpopmaums no paboTe NOPTOB.

Ons Bbl60pa KOHKPETHOro nopta BOCI'IOJ'IbSyI?ITGCb BblilNagarouwem

MeHio Port (nopt). B Tabnuue Hwxke oTOGpa3uTtca BCA OOCTynHas
MHdopMaLnS:

» Received Total Bytes (konmyecTBo NpuHATLIX 6anT);

» Received Non-Unicast Packets Num (KOMMYeCTBO MNPUHATBLIX «HE
Unicast» nakeToB);

» Received Error Packets Num (KOnNu4ecTtBO MPUHATBIX MaKeTOB C
owmnbkon);

» Send Total Bytes (konu4ecTBO OTNpaBneHHbIX 6anT);

» Send Non-Unicast Packets Num (KOonMyecTBO OTMNpPaBNEHHbIX «He
Unicast» nakeToB);

» Send Error Packets Num (konu4ectBO OTNpPaBIi€HHbIX C OLUMBKON
nakeToB);

» Received Unicast Packets Num (konmdectBo nomnyyeHHbix Unicast
nakeToB);

» Received Discard Packets Num (konnyecTBo «OpOMHYTLIX» NakeToB
npu Nony4yeHun);

» Received Unknown Protocol Packets Num (KonmM4ecTBO MOMyYeHHbIX
nakeToB C HEM3BECTHbIM NPOTOKOSIOM Nepeaayn);

» Send Unicast Packets Num (konmyectBo oTnpaBneHHbix Unicast
nakeToB);

» Send Discard Packets Num (konnyecTBo oTOGpacbiBaeMblX MakeToB

npuv oTMpaBke).
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8.2.3 Flow Control (YnpaBneHue noToKoM Afifi NOPTOB)

OanHaa cTpaHvua WEB wHTepdpelica nossonsieT HacTpauBaTb
dyHkumio Flow Control (ynpaBneHme NnOTOKOM) Ansi KOHKPETHOro nopTa.

YToObI BKMOUYMTDL MK OTKNIOYMTL Flow Control BeiGepuTe KOHKPETHbIN
nopT U3 BbiNagarwLwero MeHto, a 3atem coctosHne ON (Bkn) unun OFF (Bbikn.)

JdaHHaa HacTpoka MOXET BbIMOMHATECA ANA OTNpaBku U Ans
nonyyYeHns nakeTos.

Bce nsmeHeHus noaresepxgatotcsa kHonkon Apply (MpuHATS).

Managed Switch (-

A anaged Switch Flow Control
) Sywem Confgentn
%21 o Cotguion
1) Carenon Caniuasion
B Pon Stasses
X Fow Comra- iow Comn e
B Broascast Stcm

3 00S Confgueation
.3 P B Comfiration

1 A Conkigueaion

I MSTP Camgurasien

) 1GUP SHOOPNG Corgureion.

8.2.4 Broadcast storm control (Hactpo#nka 3awmTtbl oT NetStorm)

Ha paHHol cTpaHuue HaxoaaTcs HacTPOWKM, MO3BONSIOLWMNE BKITOYNTD
WK BBLIKIIOYMTb  3alUMTy OT BIMSIHUS  LUMpOKOBeLWaTenbHbiX (Multicast)
naketoB 1 DLF nakeToB Ha nepeaaBaembli/nony4yaemMblii Tpadouk.

Fep

OLF Suporession DLF Rl (ks

#1 VLAN Condgarsdon
#103 SHUP Conliguration

%) ACL Confgueston

#3005 Cantiguratan

11 1P Basis Camigurmion

1 ARA Canlguration

#1 MSTP Configuration

11 1GMP SNOOFING Corfiguration
#3 GMRP Confguratisn

13 EAPS Confguraton

13 RWON Comtigurstion

#13 Chster Managemant

%11 Log Managament

3 Pk Powse Coml

%Q‘?‘i‘%‘i?‘i;'ii;'ii?%??‘i‘%‘?i a

223888
e e eeeeeeezEeeeee R
eeereeeeezeeeRR R

2
2
2
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B Bbinagawowem cnucke PORT (nopT) BbIOEpUTE HYXHbIW MOPT,
Bkmtounte (ON) wmnm BbikntoumTe (OFF) 3awmty Ons KOHKpPEeTHoro Buaa
naketoB Broadcast, Multicast nnu DLF.

Tawkke MOXHO 3apaTb ckopocTb (KBuT/C) AnA KOHKpeTHOro Buaa
nakeToB. 3HaveHus ckopocTn DLF n Multicast gomkHbl ObITb 0ANHAKOBLIMMU.

Bce nsmeHeHus noaresepxgatotcsa kHonkon Apply (MpuHATS).

8.2.5 Port rate limit (OrpaHunyeHue NnponycKHOM CNOCOOGHOCTM Ha NopTax)

Ha paHHOM cTpaHuue MOXHO T[MBKO OrpaHMyMBaTb CKOPOCTb
npuema/nepegayy nakeTos Ha BblbpaHHOM nopTte. [ns atoro BelbepuTe nopT
B BbiNagawwemMm cnucke PORT, ykaxuTe 3HauveHue (KOut/c) gns ckopoctu
nepegaun aaHHbix (Send Packets Rate Control) n gna ckopoctn npuema
paHHbIx (Receive Packets Rate Control).

[ns noatBepxaeHUs BbIOpPaHHbLIX HACTPOEK HaxXmuTe KHomky Apply
(NpuHATB).

[ns oTMeHbl orpaHnyYeHmst NPONYCKHOW CMOCOBHOCTN HAaXMUTE KHOMKY
Cancel (oTmeHa).

BT
Managed Switch -5

= Managed Switch ort Rate Limil
(1 System Canfguration
4 Pant Condguration
B Common Configuration [Post
8 pon Ststisics
B Flow Coniel Send Packaes R ol [ Vops 1102000y [ Cancel | Cance Send Pachets Ras Conwol
B Brosdoost Siem acesve Pacests Rate Contro | OF ops -1azaey |
5 Port ot
B Froacid Pon
B Lowm Limit ot name Sema Pochets e Contro ubps) inceive facests e Coetro abps)
B Pt Truking
B Mror

el Racetvs Packets Rats Contro)

Refiesn| | Apply Help

) DOM Infoemation
1 MAC Binding
91 MAC Finsr
#1001 VLAN Configursion
#1(1 SNMP Configuration
#121 ACL Configuration
(1 GOS Canfiguiséon
#11 1P Baske Configuation
#121 AAA Configuration
(1 MSTP Configur
#11 KGMP SNOOPING Configuration
10 GUIRP Configueation
(1 EAPS Comiguration
%1 RMON Corfiguraton
1 Chustee Management
L1 Log Managemane
121 PoE Powar Convol
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8.2.6 Protected Port (3awmTa nopToB)

=23 Port Configuration
Bl Common Configuration

Pt Name 18 Proteeted Poa

8 Pon Srstistes
) Fiow Conrol "
B Broaccast Stom 2
B Pont Raeimit i ~
B Frotecied Pt i N
B Loam Uink et .
B For Tanking .
8 v .
5 0OM nfomaton

# ] MAC Binding "
21 MAC Fillr
%) VLAN Configuration 981 )
21 SNMP Confiuraton getnz No
=1 ACL Canfgution PR N
(] Q03 Configuration gt No
51 1P Basic Confiuration

501 s Contguraion N
21 MSTP Contigurton

# (1 IGMP SNOOPING Canfigurstion N
# ) GMRP Configuration o118 N
=1 EABS Canfgarston aethis N
() RMON Canfiguration gerzn ™
# (. Cluster Managsment g1zt "
+3 Log Mansgement PRT X
31 Pok: Poresc Contel ;

Ha paHHom cTtpaHuue WEB wuHTepderica MoxHO BbiGpaTb nopr,
KOTOpbIN ByaeT n3onupoBaH OT OPYrUX.

M3onmpoBaHHbIN MOPT HE MOXET OBMeHMBaTLCA AaHHbIMU C APYrMMU
N30MMpPOBaHHbIMM NOpTamu.

M3onupoBaHHbI NOPT MOXeT ObMeHMBaTbCH AaHHbIMU TOMbKO C
Hen30MMpOBaHHbIM NOPTOM/NOPTaMMU.

8.2.7 Learn Limit (OrpaHnyeHne MakCMManbHOro KonM4yecTBa
3anommHaembix MAC agpecoB)

Ha gaHHown cTtpaHnue WEB nHTepdelica npeactaBneHa BO3MOXHOCTb
ynpaBneHuss MakcumanbHbiM KonmdectBom MAC agpecoB, C KOTOPbIMM
cnocobeH paboTaTb NoprT.

Mo ymonyaHuio 3TO 3HaveHue paBHO 8191. [na u3ameHeHuss 3TOro
3HayeHns BblIOepuTe MOpPT B BbiMagawleM MeHw Port (nopT), a 3aTtem B
ctpoke MAC Address Num Able to Learn (makc. konnyectso MAC agpecos)
YKa)KUTE CBOE 3Ha4yeHue.

Ons npyMmeHeHnss HacTPOeK NCMONb3ynTe KHOMKY Apply (NpvHATL), ANS
oTMeHbl — Cancel Limit (OTMEHUTb AUMUT).
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PO 103 5 781 1597 193173 75 21 M 3 33 % 31 1 614D
Managed Switch e = = 2 EEEEE ) E EEE alalalalalalala
7] Disatie

T
04|
alalalalalalalolialolalalalalalal alalalalaialala)
2 4 5 8 10 12 14 16 1B 20 22 24 26 20 30 32 34 3 3B 40 42 4k 4 48

I Managed Switch Learn Limit
) Sysiem Confquration
24 Por Canfiguraion

B Common Configuration [Pt ~
B Port Statistics.
e MAC Adress Num Abss To Lear{ 0 Jogrm
B Broact Sl Refresh| [ Apply | [ Cancel Limit Help
) Port Ratelmit
B Protected ot Port Namo MAC Address Num Ablo To Laarm
B Leam Link oein 191
) peet Trunking gei2 191
) Mirror gel3 2191
&) DOM Infermation ::" ::::
e 16 a1
I“.m.mm:ﬂwm =i 8191
- gl 8191
#2 SHIP Comfiguration e st
L1 ACL Configuration ot SiaT
#C3 0os Configuraion getit a1a1
L1 P Basic Configaration ez .
#0244 Conguraion o3 a191
%1 MSTP Configuration i 191
%1 IGMP SNOOPING Configuration et a1
1 GMRP Canfiguration 61116 8191
%3 EAPS Configuration PRI a8
L1 RMON Confguration o118 191
$C Chustes Menagement 9e1113 191
B Log Managomant ge120 191
%1 PoE: Power Control get21 191
etz a9t

8.2.8 Port Trunk Configuration (KoHdurypupoBaHue trunk’oB)

Ha paHHon ctpaHnue WEB wuHTepdeinca npenctaBrieHbl HAacTPOMKK
ans koHdurypaumm trunk nopTos.

Bbl MoXeTe 06beaAMHATL MX B Ipynnbl (arperMpoBaHmne), HasHavaTtb ID
ans noprta, MeHATb cnocob Beibopa Trunk 1 T.4.

/4 Past Contiquratsn. Trusk o 10 | Trunk Mo Al Comt Port Wambes Fort

B Poa Stamstes.

Create Trunk Gioup
Memeer Port =

%L1 MAC Bining S Trank et Unmember Pori <=

3 1P Basic Canfigaratian
03 A Contigueatan

L1 MSTP Configuraion

L1 IGMP SNODPING Configerstan

o
1
2
3
4
5
H Diete ik Group
o
5
0
1
2
5

501 EAPS Contgustion et There st mave ot or 598 mamber port whem Uk sieBy s, D sk GISUpS W they Ve . e

Refiesh| | Help

UTtobbl cospaTtb trunk gns nopta unM M3MEHWUTb CYLLECTBYHOLLWNA,
Heobxoammo BblbpaTh ID o1 1 go 8.

UToObl BHECTM M3MEHeHus wunu cosgaTb trunk-rpynny BbibepuTte
cooTtBeTcTBytOWMA trunk group ID (ot 1 go 8) mu3 cnmcka. NHdopmauusa o
trunk-rpynne 6yanet otobpaxeHa B none member port.

28



Onsa cosgaHus trunk-rpynnel BeibepuTe ID B trunk group ID u HaxmuTe
Create Trunk Group, B ckobkax NosiBUTCS COOTBETCTBYHOLAA nHdopMaums).

Ons  HacTporikm MeToga TpaHKMHra nopToB  Bblbepute U3
BblMagalLlero cnucka HeobxooMMbI W HaXMuMTe Ha KHomKy Set up
aggregation method.

YTtobbl fo6aBuTb MopT B trunk-rpynny BbibepuTe COOTBETCTBYIOLLUIA
nopT M3 cnucka u Haxmute Member Port =>. [Ing yganeHus nopta us rpynnbl
BblbepuTe COOTBETCTBYIOLLMI NOPT U HaxxmmuTe Unmember port <=.

Ona ypaneHus cyuwecTtsytowen trunk-rpynnel MCNonb3ynTe KHOMKY
Delete trunk group (yganutb trunk-rpynny).

KommyTaTop nos3BonseT Mcrnonb3oBaTb LWeCTb METOAOB CO34aHus
trunk’os:

» MeTtoa, ocHoBaHHbIN Ha ncxogHom MAC agpece;

» MerTtoa, ocHoBaHHbIN Ha MAC agpece HasHadYeHus;

» MeTtoa, ocHOBaHHLINM Kak Ha ncxogHom MAC, Tak n Ha MAC agpece
Ha3Ha4eHus.

» MeTtoa, OCHOBaHHbINM Ha ucxogHom IP agpece;

» MeTtoa, oCHOBaHHbIV Ha IP agpece HasHa4vyeHus;

» MeToa, OCHOBaHHbIA Kak Ha wucxogHom IP, Tak m Ha IP apgpece

Ha3Ha4YeHuA.

KommyTaTtop nogaepxusaeT makcumym 8 trunk-rpynn, 4o 8 nopToB B Kaxaom
rpynne. Trunk- rpynnbl MOryT MCMOMb30BaTb pa3Hble METoAbl arpernpoBaHus.
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8.2.9 Port mirroring configuration (3epkanMpoBaHue NOPTOB)

e
Managed Switch 1] uwasm
a)

i Managed Switch ort b
#L) System Configueation
= 4 Por Canfiguration Miror Pt Abie Conli Mircred Ports Mo Diction Werer Contg o
1 Common Confguration
B Pon Suatsties
B Flow Contrel
B Broadesst Stom
8 Pon Rttt
Bl Pwessaron
Bl LoamLint
51 post Tuking
8 erar
51 DM nformation
B1C M Bt Wt portname i 0T 1)
FLIMAC Fiter
L) VLAN Cangration
3 SHMP Canturation
03 ACL Confgaation
L1 008 Configaiion
4 1P Basic Confguraiion
40 AAA Configuaiion 5
L) MSTP Configastion 12
%L1 IGP SNODPING Conligrstion 2
L) GMRP Corfguraion
L) EAPS Caniguation
L AMON Confgueatien
5 Chstar Managemsnt
L) Log Managomnt
L PoE Pawse Conirel

memesn| | Apoy Fielp

Ha paHHon cTpannue WEB wHTepdenca [ocTynHbl HacTpOWMKM
3epkanupoBaHusa (mirroring) noptoB. Belbupaetcs ognH nopT (Mirror Port),
KoTopbln OyaeT pybnupoBaTe TpaduK ApyrMx MOPTOB, YKa3aHHbIX B
HaCTpONKax 3epKanmpoBaHusi.

> Bblbepute nopT (nopTt-3epkano), kotopbii Oygetr aybnuposatb
Tpadumk gpyrMx nopTos;

» Bblbepute noptbl, Tpaduk KOTOpbix ByaeT AybnupoBaTbCa Ha NOpT-
3epkano;

> Bblbepute, KakMe MMeHHO nakeTbl GyayT OybnvpoBaTbcs Ha nopT-

3epkano B Bbinagawowem MeHw Mirror Direction (RECEIVE -

nonyvyaemoble naketol, TRANSMIT — oTnpaBnsemble naketsbl, BOTH —
nornyvyaemsble n otnpaesndemsle nakeTsl, NOT RECEIVE — oTmeHsieT
aybnvposaHue nony4yaembix nakeToB Ha nopT-3epkano,

NOT TRANSMIT — oTMeHsleT AybnMpoBaHue oTnpaBrisieMbiX MaKeToB

Ha nopT-3epkano, NEITHER — oTmMeHsieT oybGnmpoBaHune kKakmx nmbo
nakeToB Ha NopT-3epkano);

» PesynbTtaThl 6yayT otobpaxeHsbl B none Mirror Config Info.
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8.2.10 DDM information (KoHTponb napametpoB SFP moaynen)

Ha paHHown ctpaHuue WEB uHTepcbelica npeacrasneHa nHgopmarms
0 Takmx napameTpax pabotbl SFP moaynen kak HanpsikeHue nutaHus,
TemnepaTtypa MOAyNHA, TOK CMeLlleHWss U MOLLHOCTb Nnasepa, YpPOBEHb
npUHUMAEMOro curHana.

[daHHble napameTpbl NO3BOMAKT OMpefenuTb COCTOsIHUE MUHWUK B
uenom. (Mcronbsyembie SFP  modynu dQormkHbl noddepxusams smy

yHKYUI.)

‘- Managed POE Switch DDM Informatior
# (] System Configuration
=y Port Configuration
£) Common Configuration
&) Port Statistics
B Flow Control
&) Broadcast Storm The interface gel/10 hasn’t optical medule
%) Port Ratelimit
8 Protected Port
E) Leam Limit
8 Port Trunking
8 Mirror
£ DDM Information
# ] MAC Binding
#_] MAC Filter
# ] VLAN Configuration
# ] SNMP Configuration
# ] ACL Configuration
+(_] QOS Configuration
4 IP Basic Configuration
# 1) AAA Configuration
# ] MSTP Configuration

face ge1/9 hass't optical module.

ge1/10

8.3 MAC binding (Mpuesaska MAC agpeca)
8.3.1 MAC binding configuration (Hactpowka npuBsasku MAC agpecoB)

Ha panHon cTtpaHvue WEB uHTepdeinca HaxoasaTcss MHCTPYMEHTHI,
nossonsoLwume cosgatb npmeasky MAC agpeca k nopty (MAC Address) unu k
VLAN (VLAN ID).

Bce wusmeHeHns Ha cTpaHuue noaTeBepXaalTcs KHomkon Apply
(MpuHATB).

Ecnu npuBsisky Heob6xooumo yganuTb, UCMOMb3ynTe KHOMKy Delete
(Yoanutb).

KHonka Select all (BbiGpaTb BCe) MNO3BONMUT yganuTb cpa3y Bce
NPUBA3KN, HACTPOEHHbIE paHee.
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al
Managed Switch . uson
7] biabis ¢ & 11 Rk

i Managed Switch MAC Bind Configuration
# ) Systam Configuration
=23 Pan Configuation [poa: v
8 Cammon Carsiguration
B Pon Statstics MAC Address R
B Flow Control
B voacan Stam (MAC Address Format: HHHHHHHH HHHH)
B Port Rasimit
B Protected Post
B Leam Limit
8 Post Trunking
15 aror
B DOM nformation
= A MAC Binding
18 MAC Binding Canfiguration
1B MAC Auto Binding
# L MAC Fiter
0 VLAN Configuration
) SKMP Configuration
) ACL Configuration
#(1 GO Canfiguration
# () P Basic Conligurasion
L) AAA Configuration
) MSTP Configuration
() 1GMP SNOOPING Configuration
%) GMRP Cansguration
) EAPS Configuration
() RMON Configuration
¥ Cluster Managemant
) Log Management
# PoE Pawer Convol

I MAC Address VLN D

Refresn Sefect-an Appy Deiete Help

8.3.2 MAC Auto Binding (ABTomaTn4yeckas npuBsiska MAC agpecoB)

Ha paHHon cTpaHnue WEB wuHTepdenica HaxogsaTcsli cBedeHust o0
aBToMaTtmnyeckon npmesske MAC agpecoB K noptam.

MokasaHa guHamwunyeckas npueaska MAC agpecoB k noptam (MAC
KoTopble Bblnn 3aHeceHbl B Tabnmuyy MAC agpecoB kommyTaTopa), a Takke K
VLAN oTHocAwmMMca K 39TMM nopTtaM. Bbl mMoxeTe BblbpaTb OgHY K3
OMHaMMYeCcKMX NPUBSA30K M KOHBEPTMPOBATh €€ B NMOCTOSHHYHO NPUBA3KY (Static

binding).

=i Managed Switch

B Pt Statatcn Tt bl inplay o MAC You can. 1o that porty
D Fiwr Gonent WaAC Asirens ViAo

61 WAC Binsing Contgursion
51 WAC Auto g

SIMAC Pt

R —

P ———

*1J ACL Canfguration

21 005 Confiurtien

#11P Basc Canfiuration

(1 A8 Confrstion

123 MSTP Contgurztan

13 1GHP SHOOPNG Canfigursion

*_J GMAP Canfigurstion

9103 Lug Managemant
11 Pk Peuer Canrel

Mocne okoHYaHWA peaakTMPOBaHUS 3HAYEHWU, HaXKMUTE KHONKY Apply
(MpuHaTh). Ecnn 3annck HeobxoauMmo yaanuTb ucnonb3ymte kHomky Delete
(Yoanutb). KHonka Select all (BbibpaTb Bce) no3BonuT yaanuTb cpasy Bce

3anucu.
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8.4 MAC filtering (PunbTpoBaHne MAC agpecoB)
8.4.1 MAC Filter Configuration (Hactpouka dunbtpa MAC agpecoB)

HacTtporikn Ha paHHow cTpaHuue WEB wuHTepdenca nos3sonstoT
nponsBoauTb GunbTpaumto MAC apgpecoB ans noptoB. 3anmcn ¢ MAC
agpecamn ucnonb3ytoTcs ans Bxoga B ¢unetp MAC agpecos, a VLAN ID
ucnonb3yetca ansa punetpauun MAC agpeca cootseTcTBytoLen VLAN.

Ons Toro 4to6bl M3MEHEHUS BCTYNWUAN B CUMY HaXXMUTE KHOMKY Apply
(MpuHATE), ecnu 3anMcb HeobxoAMMO yaanuTb, HaxmuTe KHOMKy Delete
(Yoanute), kHonka Select all (BeibpaTe Bce) no3BonuT yganutb cpasy Bce
3anucum.

M35 7R DA AN

<7 Link 335 3 A 41 41 45 4T

L alalalolalslalalslalaiolalalalalalnlals;
r @

0

Managed Switch () inean NEEEE EEAEEEE FHEEEEE
] Disatie 0 12 14 16 18 20 22 24 26 2 W0 32 M 36 3B 40 42 M

‘A Managed Switch MAC Filter Configuration
1 System Configuration
=3 Part Configuration pon: v
Common Configuration
. MAC Address VIANTD [0
Flow Contral
Broadcast Sterm
Pon Ratelimit
Protected Port

(MAC Address Format: HHHH.HHHH.HHHH)
| | MAC Address. I VLANID

5 )
Bl Learn Lt Refresh Select-all Apply Delete Help
Pon Trunking

Mirror
DOM Information

=3 MAC Binding
MAC Binding Configuration
MAC Auto Binding

3 MAC Filter
MAC Filter Configuration
MAC Auto Filter

(1 VLAN Configuration

8.4.2 MAC Auto Filter (ABTomaTunieckun ounbtp MAC agpecoB)

WU WA DB AT AN MW H N M
Salaalealalalalalale

Slalalalalalalalalalale [AE BHEE
3 0 72 3 38 2 % 32 4 % 38 4 4 @ 48 50 a1 52

Managed Switch

3 Managed Switch MAC Auto Filter
(1 Systam Comfiguration
3 Port Configuration por: 5
) Common Configuration
B Pon Statistics {The list wil dispiay the MAC adaresses an 1 VLAN (D) that the port has dynamicaily learned. You can select one or more items and then press appty tn eter those mac addresses from that port.)
B Flow Contol [ aC Adaress LMD
B Breadcast Stom
B Port Aatalit Reten] | Semcal Aoy W
B Protactad Font
B Loam Limit
B} Pon Trunking
B Miror
B DM indormation
53 MAC Binding
) MAC Binding Configuration
B} MAC Awto Binding
=13 MAC Fiter
K] MAC Filter Configuration
B} A Ao Fier
(1 VLAN Configuraion
(1 SNMP Configuration
(L1 ACL Configuration
%111 Q0S Canfiguraton
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Ha paHHon ctpaHuue WEB uHTepdperica npeactasneHbl aHHble 06
aBTomaTtunyeckon punstpaumm MAC agpecos.

MokazaHa guvHamuyeckas npussska MAC apgpecos k noptam (MAC
KoTopble Bbinu 3aHeceHbl B Tabnuuy MAC agpecoB koMMmyTaTopa), a Takke K
VLAN oTHOCAWMMCA K 9TUM nopTam. Bbl MoxeTe BbiOpaTb OOQHY M3 NPUBA30K
N KOHBEPTUPOBATb €e B NOCTOSIHHYI0 NpmBA3KY (static binding) ana dwuneTtpa
MAC agpecos.

Bce HacTponku Ha gaHHON cTpaHuLue NoATBepxaalTca KHomnkon Apply
(MpuHATE), ecnn 3anucb HeO6XxoAMMO yAanuTb MUCMONb3ynTe KHOMKy Delete
(Ypanutb), kHonka Select all (BbibpaTe BCe) nMo3BonuT yaanutb cpasy Bce
3anucu.

8.5 VLAN Configuration (Hactpownka VLAN)

8.5.1 VLAN information (UHcbopmauus o VLAN)

B VLN Contguraton
B WL Pt Comtguraton

1 MSTP Cenfiquesson
L1 1GME SNOOPING Coniigueston
L3 GMAP Canguratin

Ha paHnHown ctpaHuue WEB uHTepdenca npeacrasneHa nHgopmawms
o cyuwecteytowmx VLAN. [aHHble npegocTaBreHbl TOMbKO AS1 YTEHUA U He
MOryT OblTb M3MmeHeHbl. WHdopmaums o Tekywen koHdwurypaumm VLAN
BblOMpaeTcA B BbiNagalowemM MEHIO B NIEBOM BEPXHEM Yrny W BKOYaeT B
cebs:
VID (VLAN ID);
VLAN Name (Mmsa VLAN);

State (COCTOHHMe aKTuBHOE U HeaKTMBHOG);

YV V V V

Port member (nopTbl — yyacTHukn VLAN, MOryT BkntodaTb B cebs Kak

TerMpoBaHHble NopThl (t) U He TermpoBaHHble (U)).
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[

(=]
Managed Switch ) Linkan
77 Otsatie

' Managed Switch Static VLAN Configuration
41 System Configuration
1 Por Configuration o VLAN Home
FL1 MAC Binding 1 | vian1
] MAC Filter
=43 VLAN Configuration viant
B) vLAN Information
) VLAN Configuration
E) VLAN Pont Configuration
©J SNMP Configuration
# (1) ACL Configuration
*{1 QOS Configuration
%L1 1P Basic Configuration
) AAA Canfiguration
%) MSTP Configuration
{7 IGMP SNOOPING Configuration
%L1 GMRP Configuration
(1 EAPS Configuration
% {_1 RMON Configuration
# () Cluster Management
#{1 Log Management
L PoE Powsr Control

Refresh| [ Apply Delete Help

Ha aTton ctpanunue moxHo co3gatb VLAN. [na atoro 3agante VLAN
ID B cTpoke VID (o1 2 go 4094, 3HadeHune 1 - 3ape3epBUpPOBAHO CUCTEMOW).

Uwms B ctpoke VLAN Name 3apgaeTcda aBTOMatu4ecku U 3aBUCUT OT
VLAN ID. Ona noateBepxaeHus co3gaHus VLAN Haxmute kHOnKy Apply
(MpuHATB).

B TekctoBoM none nosiButca co3gaHHas VLAN (VLAN ID+ VLAN
Name). VLAN1 Hemnmb3s U3MEHUTb WU yaanuTb, [OaHHOe  UMS
3ape3epBMPOBaHO CUCTEMOW.

Ona ypaneHua cosgaHHonm paHee VLAN noTtpebyetcs BbIOpaTbh
HY)KHYIO 3anuvcb M3 crucka u ganee Haxatb KHonky Delete (YganuTe). 3anuce
n3 crnucka Takke byaet yganeHa.

8.5.3 VLAN Port Configuration (KoHdurypauusa noptos VLAN)

(p=default VL& mambes, t=tagged member, usuntagged memser)

Dt VAN =

Uniagged =>

Unbdombor =

Remen] [ op
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Ha aToun CcTpaHuue npeacTasneHsbl BO3MOXHOCTHU no
KoHurypuposaHuto noptoB ang VLAN, a Takke npocMOTpy pe3yrnbTaTos.
OTa cTpaHuua c HacTponKaMu CoCcTouT U3 8 pa3genos:

» Port (Beibop nopra);

» Mode (Pexum, B koTopoM nopT 6yget pabotate B VLAN. Pexum
Access nogpasymeBaeT, 4To NOpT OydeT noMeyeH, Kak untagged (He
TerMpoBaHHbIN) U aBnATbcA  yneHom VLAN1, Pexum Hybrid
nogpasymeBaeT, 4YTo nopTt OyaeTt saBnatbes yneHoMm VLAN1 n 6yget
nomeyeH, kak untagged (He TernpoBaHHbin). Pexum TRUNK
nogpasymeBaeT, UTo nopt OyaeTt aBnatbes yneHom VLAN1 n 6yget
nomeyeH, kak tagged (TerMpoBaHHbIN));

» Current VLAN (umsa VLAN. No3BonsieT BbiGpaTb O4HY MM HECKONBbKO
VLAN, K KOTOpbIM ByAeT OTHOCUTCS BbIOpaHHbIN MOPT);

» Port Members (nopTbl — y4acTHukn VLAN);

» KHonku Default VLAN (gno6aButb 3anuck B VLAN no ymonuyaHuio),
tagged => (pobaBuTb MOPT Kak TernpoBaHHbIf), untagged =>
(BobaBWTb NOPT KaK He TermpoBaHHbIN), unMember <= (yganuTb nopT
u3 nonga Port Members).

8.6 SNMP Configuration (HacTtponka npotokona SNMP)

8.6.1 SNMP Community Configuration (O6wue HacTpoiku ana SNMP)

Bl Ola0|a 6 6]

s FINT DT

i Comauniy Mams Rsaa e sae

Ha aToin cTpaHuue npeactaBneHbl o0Lmne HaCTPOKK AN ynpaBneHus
kommyTatopom yepe3 SNMP. Mo ymonyaHuio B kKOMMyTaTope cosfjaHa ogHa
3anucb Public ¢ npaBamu Tonbko Ha YTeHne (ReadOnly).

Bcero moxeT ObiTb co3gaHo 8 3anucen. Ecnv npepnonaraetcs
ynpaenaTb KOMMyTaTopom Yepe3 SNMP cnefyeTt co3gaTth 3anncb C NpaBamu
Ha YteHne/3anuck (Read/Write).
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8.6.2 TRAP Target Configuration (Hactponka TRAP yBeaomneHum)

Cunae S TS g
Managed Switch | alalaaaalola aale

O alalalaiaialolalalale
B T S T

43 NP Configurmion.
B Commusity Narme
B TRAP Twget

L1 AL Canbguratin

HacTtporikn Ha paHHoW cTpaHnue WEB wuHTepdenca nos3sonstoT
CkOHdhurypupoBaTb nonyyeHne TRAP coobieHun. [1na atoro Heo6xoaumo:

» BblbpaTtb B none Name nvsa ansa nonyveHms TRAP coobleHun;

» Bblbpate IP agpec (Transmit IP Address), koTopbli Oygert -

ncnonb3oBatb TRAP npoTokon;
» Bbibpatb Bepcuto SNMP (SNMP Version);

Korga Bce HacTpowikum OyayT npov3BedeHbl YCNEWHO B CTPOKe
cocTosiHuA (State) nossutca Active. Tenepb KOMMYTaTop CMOXET NepechinaTb
TRAP coobLeHuns Ha ykasaHHbIN IP agpec.

8.7 ACL Configuration (Hactpomnka Access Control List)

8.7.1 ACL Standard IP Configuration (HacTtpomnka ACL gns IP)

==
Managed Switch . uman
£ ot

[ &0 ]
50 2 M

i Managed Switch ACL Standard IP Configuration
121 System Confgaration

=1 Pon Contiguration ACL Standant 1P Grous Nurm: (1~

1 MAC Binding

5121 MAC Fitar Sourca B Addruss [rr——

#1 VLAN Confguratisn

SCJ SNMP Condguration 0.1 ingut Sourca 1P Adress 192.161.1.2, ACL wasl o control 132.163.1.0, thes Wikdcard shoukl be 0.0:255)

Deny O Permt
B Extended IP Group Num DesvyPeemit Sourcs IP Address Souca wiscars

B wcasp Refiesh| | Selectal e Delete | | Help
ACL inarmatcn
) ACL Reference.

5121 00 Contiguratin

(21 1P B Confguradon

%1 A Caniguration

=1 WSTP Contauration

(1 1GWP SNOOPING Corfigurstin

11 GMRP Conguraton

#/2) EAPS Configaration

%1 AMON Canfgueation

9123 Clusts Managaemsnt

(1 Log Mansgemment

1 ok Powsr Cantro
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30ecb npeacrtaBneHbl  HacTponku ACL  agna  IP npoTtokona.
lMonb3oBaTenb MoOXeT 3aaatb camocTtoATensHo ACL 6a3y ¢ npaBunamu ans
IP appecoB. CrtaHpapTHble npaBuna KOHTPONUPYIOT nepeHanpasneHne
ucxogHbix IP nakeToB.

Monb3oBaTene MOXeET HacTpamBaTb MNpaBuna, UcxogHbin IP appec
OOIMKeH ObITb yka3aH C Mackow, NMpaBuno MOXET coBnagaTb ¢ Habopom IP
agpecoB. Kaxpoe npaBuno [OMMKHO coAepxaTb napamMeTp unbTpauuu:
3anpeTuTb (deny) unu paspewntsb (allow).

Monb3oBaTene MOXeT co3gaBaTb MpaBuno B rpynne, uMa Ans
npaeuna asToMaTuyeckn 3agaetcsa. [lpu yganeHunm opfHoro npaswna,
ocTanbHble npasuna He M3MeHsTCA. [na yganeHus Bcex npasun cpasy

ucnonb3ynte kHonky Select all (BoibpaTb Bce), a 3arteM KkHomky Delete
(Ypanuts).

8.7.2 ACL Extended IP Configure (PacwupeHHasa HacTponka ACL npaBun
ansa IP)

P TR T T T T
Managed Switch e 2 EIICIEN NI
3

S PPPIRENE IRPRPRDE

i Managed Switch
3 Systam Canfguration
ACL Extaniod P Grous Musm: | 120~

Sauce 10

Dessnain ®

Prossca Type.

Dassmaten Punt

iyl
p-sataies)
23 1P Basie Cantiguration

£ AMA Confguration

1 MSTP Confiuration

23 10MP SNOOPING Confuinton
21 GMRP Condguraton

e Protocel i i Protaced Typa i

Sowsa® | SeurcoWikicws | Dessnaien ® | Dosinason Wikdeard | Prutacsl Tygo Source Punt Oesimation Purt TeP Fiag
23 Chstor Managamsnt

1 Log Mmmagemnt
P ——

3pecb npeacTaBneHa BO3MOXHOCTb Ans cosfaHus ACL npaeun c
pacluMpeHHbIMU HacTpoiikamu |IP agpecoB. KOHTpoSb Mepechiniku nakeToB

yepes ucxoaHblii IP agpec, agpec HazHayYeHusl, TUM MPOTOKOMa, CryXebHbIi
rnopr.
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8.7.3 ACL MAC IP Configuration (Hactpoika ACL npaBun ¢ NnoMoLybo
MAC)

30ecb npeacraeneHbl HacTpowku ACL npasun gna rpynnel P
agpecos, cBazaHHbiMM ¢ MAC agpecamu. NMpaBuna moryt 6bITb CO34aHbl Ha
ocHoBe ucxogHoro IP agpeca, ncxogHoro MAC apgpeca, a Takke IP agpeca
Ha3Ha4YeHus.

Bce HacTpolkn Ha JaHHOW CTpaHuLe NOATBEPXAaTCs KHomkon Apply
(MpuHATL), ecnn 3anMcb HeobBXoAMMO YyAanuUTb MUCMONb3yhNTe KHOMKy Delete
(Ymanutb), kHornka Select all (BbibpaTb BCe) MO3BONUT yaanuTb cpasy Bce
3anvcm.

Managed Switch

@ Englah

L) Pant Contiisatisn IACL MAE 1P Gowag s 705 =

22 VAN Configeaion Source MAE. soures AL Wiocaa
21 59048 Corturation soarce Soure 7 whscars

e e Orsanaie o vcant
AR 0 04634, 0 meaes 38 VLAK)

Rwcr [2.0: 1T MpUR 1P A0SreS 192.168.1.2, ACL Wast 0 CoatTed 162 9681, wac MaC aduress ana MaC b
B ACL iformarian. ® Dury () permit
o M CenpBr SourceMAC | Source WAC Wikcard Brotocol Tyom Sowen Sowce BWicand | Desination | Desanaion 1 Widcard Vi
L1 008 Comfguraton
%L1 1P Basic Confguraten Refiesh | Selecial A Deieie | | e
3 s Comdgeratan
23 MSTP Centiqueaten
1 GNP SHDOFING Cenfiguratisn
LS e—
) EAPS Comguraton
1 RN Cenfgusatien
1 Carster Maragemt
L1 Log Manngemast
3 Pof P Camech

8.7.4 ACL MAC ARP Configure (Hactponka ACL npaeun gns ARP ¢
nomouwbio MAC agpecoB)

Managed Switch

=0 Post Conliguration AL MAC AR Groun Mum: 1700+

%1 VLAN Comguration Sandar AT Saniar MAC Widcand
#1L SHM Canfiguration Sanar P Saniar I Witcand

B Standerd P e
0 wac are Grome b DanyiPeemic Sen WAL Santar MAC Widcard Sonder 1P Sandr P Widcard

=(3 gos congusson
#L1  Baic Condgeration

#1 Aa Canfguraton

=) MSTP Cofigmation

L1 KGMP SHOCPING Canfguratisn

£ Puk Fowsr Conel

Ha aton ctpaHuue npeactaBneHsl Hactponkn ACL npasun ana ARP
naketoB ¢ nomowpto MAC appecoB. [MpaBuna MoryT ObiTb CO3[4aHbl Ha
ocHose |IP agpeca otnpasutens, MAC agpeca otrnpaButens.
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Bce HacTpolkn Ha JaHHOW CTpaHuLEe NOATBEPXAAKTCS KHoMkon Apply
(MpuHATL), ecnn 3anMcb HeOBXOAMMO YyAanuUTb MUCMONb3ynTe KHOMKy Delete
(Ypanutb), kHornka Select all (BbibpaTb BCe) MO3BONUT yaanuTb cpasy Bce
3anvcum.

8.7.5 ACL information (MHdopmanuumsa o ACL)

1M 13 15 17 19 21 23 25 27

9 29
alalalaSaialaiaialalalaNalaialaialciclal

=1 (=1 (3] (=] [ (& [ (=] (& =] (3] 6] [ =] [ (] 0 (=] (] FE] 6T ) 6] 9]
10 12 14 16 18 20 72 24 26 28 30 32 36 38 40 42 44 46 48 50

Manaced Switen 2 A5
anaged Switch =] Linkan
glalals)

[ Disable

3 Managed Switch ) ACL Information
{1 System Configuration
1 Port Configuration
2 MAC Binding
(0 MAC Fiter

*1 VLAN Configuration
1 SNMP Configuration
‘2 ACL Configuration
Standard IP
Extended IP
MAC IP
MAC ARP
ACL Information
ACL Reference
{1 QOS Configuration
{3 1P Basic Configuration
1 ABA Configuration
{1 MSTP Configuration
1 IGMP SNOOPING Configuration
1 GMRP Configuration
(1 EAPS Configuration
*C1 RMON Configuration
1 Cluster Management
{1 Log Management
1 PoE Power Control

Ha gaHHow cTpaHuue oTobpaxeHbl EVCTBYIOLLME B TEKYLLMIA MOMEHT
ACL npaBuna.

MHdopMauma npenctaBneHa TOMbKO O YTEHUS U MOXeT ObiTb
o6HoBrneHa kHonkon Refresh (O6HOBUTB).
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8.7.6 ACL reference configuration (Hactponka ACL npaBun)

Ha aTton cTpaHuue npeactaeneHbl HacTpowkum ACL npasun gns
dunbTpaLmMm NakeToB, NONTydaeMbIX NOpTamu.

Bbibepute nopT, Boibepute ALC rpynny ns cnucka n Haxmute Add=>.
Onsa ynaneHus Bbibepute ALC rpynny u3 cnmucka JobaBreHHbIX U HaXMuTe
Delete <=.

Managed Switch .

1 IGMF SHOOFING Corfigueatsn
1 GuRp Cantguraton,

L1 EARS Cantguraton

L1 RUON Gomiuratan

00 Custer Massgecrant

1 LagManagument

01 PaE Puwas Canel

eip

8.8 QoS Configuration (HacTpounka npepoctaBneHus Tpaduka c
Pa3HbIM NPUOPUTETOM)

8.8.1 QoS Apply (HacTtpoika npuoputeToB Tpadumka AnsA NOpToB)

Ha aTol cTpaHuue HaxoasTcst OCHOBHble HacTpoliku QoS. Bbl moxeTe
BbIOpaTh nopT B Bbinagatowem meHo PORT, 3atem QoS pexum (QOS Type)
ansa Hero (Bkn/Bbikn) n npuoputeT Tpadwmka (User Priority). Mo ymonyaHuio
QoS oTkoYEH Ha Bcex nopTax, a npuopuTeT Tpadumka HyneBow.

lMocne BHeCEHUS U3MEHEHWA B HACTPOWKU, HaKMuTe KHorky Apply
(MpuHATL).

Managed Switch iy

000000
slalslsialole

H

=03 WAC Bty port oo Ty 10 205 s proci: o~

01 SHMP Contguration P s o8 T sarprty

BERE RIS
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8.8.2 QoS Schedule Configuration (HacTpoika pacnucaHna npuMeHeHUsA

QoS)

Ha paHHown cTtpaHuue WEB wnHTepdenca npenctaBneHbl HAaCTPOMKU
nossonsoLwme NpuMeHaTbs QoS npuopuTesaunto No pacnmcaHuio.

lMocne BHECEHWSI U3MEHEHUW B HACTPOWKU, HaXXMUTE KHOMKy Apply
(MpuHATL).

=
Managed Switch - um
7 ot

=2 Engl

00 ehaen Mss: ViR~

gt queve 1 1-1275 0

e oo 31175
J3 005 Conturzion s o 1175
0 cos sepy ST s s 731 3
B 005 Schatuis
[T M — agven] [ App
21 A Cortprat
el Faiems | CobScediibols | Weshilama® | WMomeed | Wedlstomml
3 15UP SHOGPING Contgaien i en ! : L : L] 2 L] -
[Epe— L - : : = z g L
3 Eap5 Comiprnin = e % a T
) RHON Cantigueaion == o e El o 1ar
i — = wRR = @ w
C1 g Mamagamene o o ; 2 a ar
32 Fuk PawarCar [ o » = 1w

8.9 IP Basic Configuration (basoBasa HacTpomka IP)

8.9.1 IP Address Configuration (Hactpowka IP agpeca)

alalalalolololalacios

¢ et Ty i

-~
i Managed POE Switch IP Address Configuration

# ) System Configuration

+(_J Port Configuration Line ltem VLAN ID IP Address / Subnet Prefix DHCP Client MAC Address.
#(_) MAC Binding v 192. 168. 0. 3/2¢| x| Dizable v/ 0028.2411.bdf1
# ) MAC Filter 1 1 192.168.0.124 Disable 00282411 BDF1
# ) VLAN Configuration

# () SNMP Configuration Refresh Create VLAN Interface Delete VLAN Interface

Set IP Address/DHCP Client Delete IP Address Help

[Ons nsmeHeHus IP agpeca:
- yctaHoeuTe Line Item «1», DHCP Client «Disable»;
- BBeguTe HoBbIN agpec B none IP Address/Subnet Prefix (agpec gomkeH
ObITb YHUKANbHbLIM N HE JOJIKEH NOBTOPSTLCS);
- HaxmuTe Set IP Address/DHCP Client (yctaHoBWUTL agpec), cmapsbit |1P
adpec aemomamu4ecKu nepecmaHem delicmeoeamb;
- BbinonHume noemopHsbIli exo0 e WEB uHmepgbelic, ucnonbsys
Hoebll |P adpec.
Ons coxpaHeHna HoBoro IP agpeca B 3HEpProHe3aBUCMMOM MaMATU
kommyTatopa B pasgene 8.1.6 Save Current Configuration (MpocmoTp
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TeKylllen KOHUrypaumum) coxpaHuTe HacTpOoWKku, B NPOTMBHOM clydae npu
nepesarpyske koMMmyTaTopa 6yaeT ycTaHoBNeH npeabiaywuin IP agpec.

Takke Ha 3TOM CTpaHuLe Haxoaatca HacTponkn VLAN uHTepdeiica.
Bol Moxere cosgate VLAN wuHTepdenc, yoanutb €ro, W3MEHUTb.
CywectBytowme VLAN uHTepderncel MOryT 6biTb HACTpPOEHbl TOMbKO ecnu
3aflaHbl ocTarnbHble NnapamMeTpbl Takue kak IP agpec, macka, 1 MAC agpec.

KommyTtatop no ymonyaHuto umeet VLAN1 mHTepdenc, KoTopbin He
MOXeT ObITb yoaneH.

8.9.2 ARP configuration and display (Hactpoinka npotokona ARP u
oToGpaxeHue Tabnuubl ARP)

Crtpanuua HacTpoek ARP npegocTtaBnseT BO3MOXHOCTb oTobpaxaTtb
Bcto Tabnuuy ARP kommyTatopa, meHaTb Static ARP, yoanate ARP, meHaTb
Dynamic ARP Ha Static ARP.

Mpun HacTpomnke Static ARP Heobxogumo ykasatb IP agpec n MAC
agpec. MAC agpec gomkeH 6bITb TUNa unicast. locne aToro HAXMUTE KHOMKY
Add (Job6asuTb).

757 ik
Managed Switch ) Linkan

T oisasis

S Managed Switch
%21 System Configuration
¥ Port Configuration [Static ARP liem configuration:
1 MAC Binting 1 Agarsss MAC Rgarsss
%1 MAC Filter
%1 VLAN Confguration Ads
#1 SNUP Canfguraicn
%1 ACL Configuration
#(1Q0S Configurstion
=4 1P Basic Confguraion
) 1P Address Configuration
) ARP Consiguration and Dispisy
) Host Static Roula Configuration
#1 AAA Configuration IChange Dynamic ARP List em nto Static ARP List em:
1 MSTP Configuration IARP List e ~ 1P Wetwork segmeat
1 1GMP SNOGPING Configuration
#1 GMRP Configuration Appiy
%1 EAPS Configuration
#1 AMON Configuation
1 Clusior Management
%1 Log Management
#1 Pk Power Conirel

[Delete AR Item:
lage tem ] 19 Address (1 Network Segment]

Dekele

1P Address. MAC Addrass Tvpe
15216801 08107819 1517 dynamic
192168013 00t 04 4442 dynamic

Refresh| | Help

Mpu yoanexnun ARP Bbl MOXeTe BblOpaTh, YTO UMEHHO yOanuTh:
» Yactb 3anucu B ARP Tabnuue kommyTaTopa (4ns 3Toro Heobxogumo
ykasaTb IP agpec unu IP cermeHTa ceTn);
> Static ARP n3 Tabnuubi;
» Dynamic ARP u3 Tabnuubl.
> Delete (Yoanutb) ona noaTBEPXAEHUS yOaneHus.

Mpu nepeHoce Dynamic ARP B Static ARP Bbl MoxeTe BblbpaTb
Kakon-nmbo cermeHT cetn unu Bce Dynamic ARP 3anucu B Tabnuue. Ons
nepBoro cnyyas criegyet ykasaTtb |IP agpec cermeHTa ceTuw.

Apply — NPUHATL BHECEHHbIE N3MEHEHUS B HACTPOWKU.

43



8.9.3 Host Static Route Configuration (Hactponka Tabnuubl Static
MapLpyTusaumm)

Bbol MoxeTe pobaBnaTe M ygansate 3anucu B Tabnuuy  Static
MapLUpyT13aLmumn ¢ NOMOLLbIO HaCTPOeK Ha 3Toun cTpaHuue WEB-uHTepderica.
Mo ymonyaHuio kKoMMyTaTop He nMmeeT Kakux nubo 3anuncen B Tabnvue
MapwpyTtusaumm. Ytobbl HACTpOWTb MapLUIpyTU3auMio MO YMOYaHMIo
Heobxogmmo aobasutb 0.0.0.0 / 0 3anuck B Tabnuuy.
lMocne BHECEHNSI U3BMEHEHUI B HACTPONKM, HAXMUTE KHONKY ApplY (NPUHATB).

(=] Lnkup 13 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35 31 39 41 43 45 47
Managed Switch ) mca, [<] [ a1 (] £ [i<] [ ] Fis] [ [ Fs] P (] ] F] [ G [ [ [ F] ] (]
D“ C AERERERE BEREREREE EEEEEEEE G G
Dissbls 7 4 6 8 10 12 14 16 18 20 22 26 26 78 30 32 34 36 38 40 42 44 46 48 49 50 51 52
3 Managed Switch . Host Static Route Configuration
3 System Configuration
{3 Port Configuration [Target Address/Subnet perfix |Next Hop
2 g [E— [E—
0 MAC Filter
3 VLAN Contgursion
1 SNMP Configuration
0 ACL Configuration ‘ [ setect All Item ‘ Target Address/Subnet perfix

1 QOS Configuration
‘3 IP Basic Configuration
Bl IP Address Configuration
ARP Configuration and Display
Host Static Route Configuration
R I N

8.10 AAA Configuration (HacTpomnka cuctembl ayTeHTUMKaLm
aBTOpM3aLMM U y4eTa COObLITUN)

8.10.1 Tacacs+ configuration (HacTpounka npotokona Tacacs+)

o Unkup e (3o B T 90 M43 45 A7 49 21 25 25 27 28 M 33 35 3T 39 M 43 45 4T

Managed Switch gy ) [0 [ (51 (51 (1 9 £ (9 F9 P P P 29 B [ (9 M2 19 149 €9 £ 79
e alalalalalalalalalalalalalalalaNalalalalalalal aNaslsalaslon
7 Dissble 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 49 50 51 52
‘A Managed Switch B Tacacs+ Configuration

(1 system Configuration
{1 Port Configuration ‘ E——
Sy e
 MAC Filter -
3 VLAN Configuration | Authentication Type
1 SNMP Configuration || snarea secret 1

21 ACL Configuration
1 QOS Configuration
{3 1P Basic Configuration
) AAA Configuration
Tacacs+ Configuration
Radius Configuration
802 1x Configuration
802 1x Port Configuration
802.1x User Auth-Information
1 MSTP Configuration
1 1IGMP SNOOPING Configuration
1 GMRP Configuration
1 EAPS Configuration
{1 RMON Configuration
{1 Cluster Management.
{1 Log Management
1 PoE Power Control




CTpaHvua HacTpoek Ansg WCMNonb3oBaHWUs MpoTokona Tacacs+
npegocTaBnsieT BO3MOXHOCTb MOMb30BaTENi0 BKMAKYATb W OTKMNOYaTb
Tacacs+, ycraHaBnuBatb Tacacs + server IP agpec, Tun ayteHTudumkauum un
KoM rpynnbl nonb3oBaTenen.

lMepen BHeceHMEM WU3MEHEHWW B YCTaHOBKW, Yybeautecb, 4TO
dyHKUna Tacacs+ akTuBMpoBaHa.
Beeante IP  agpec Tacacs+ cepBepa. Bbibepute  Tun

ayteHTudmkaumm (PAP nnn CHAP). Beeaute kntod rpynnbl nonb3oBaTenen B
none Shared Secret. Haxmute kHonky Apply (MpuHATS).

8.10.2 Radius Configuration (Hactpomnka Radius cucrtembl AAA)

oume SAASAAAS BSARAAAY BASAL854
Managed Switch (a1 Linkan
[=] [#1 (&1 (& [&] [ [=] [&] [=] [=] [&] [&] [ (& = (=] (& [ (=] (] (€] (€] (& (2] [ 6] 6] )
7 Disable. 2 4 6 & 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 42 49 50 51 52
‘3 Managed Switch Radius Configuration
+(1 System Configuration
2 Port Configuration re——
£ MAC Eindng Opton Sever
“C MAC Filter
{1 VLAN Configuration Ui
1 SNMP Configuration Accounting
*( ACL Configuration Accounting UDP Port 1813
{1 Q0S Configuration Shared Key \:]
1 1P Basic Configuration S a— \:I
3 AAA Configuration
Tacacs+ Configuration HAS Rort
Radlus Configuration NAS Port Type
8021 Configuration NAS Service Type
802.1x Port Configuration o
= ; .
1 IGMP SNOOPING Configuration
{1 GMRP Configuration
{1 EAPS Configuration
{1 RMON Configuration
(1 Cluster Management
{1 Log Management
1 PoE Power Control

Ha oaton cTtpaHnue WEB wuHTepdenca npeacraBrneHbl HaCTPOWKU
RADIUS  (cuctema  ucnone3ylowas  nNpotokon  Ansd peanu3aumn
ayTeHTUdmKaumm, asTopusaumm n cbopa cBeaeHun).

[nsa koppekTHo paboTbl cucteMbl RADIUS Heobxoammo:

> bbITb yBepeHHbiM, yTO IP agpec Radius cepsepa (Primary Server)

3aaH npexae, YeM BbINOSHATb ayTEHTUUKALNIO N aBTOPU3aLINID;
» 3apaTtb pononHutenbHbin P agpec Radius cepepa (Optional

Server);
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» Ykasatb UDP nopt ayteHTudmkaumm (UDP Port). Mo ymonyaHuio ato
3HayeHne paBHO 1812, O0ObIMHO W3MEHATL 3TO Mofe  HeT
Heob6xooMMOCTY;

» VYkasaTb criegyeTt nu BbINOMNHATb ayTEHTUAUKALMIO U yYeT B LENoM B
none Accounting (3HayeHue Enable — Bkn, Disable — oTkn.);

» Ykasatb nopT BbiNOnHeHus yyeta (Accounting UDP Port). 3HayeHne

no ymon4yaxHuio 1813;

» Kntou (Shared key) mcnonb3yetcss Ansg ycTaHOBKM 06LIEro napons
LwndpoBaHms Mexay kommytaTtopom 1 Radius cepsepom. YoeauTecs,
YTO HaCTPOVKM ayTeHTudmKaumm n yyeta (Accounting) nmeroT Te xe
3Ha4eHus, 4YTO 1 Ha cepBepe Radius;

> WHdopmauma o noctaBwmke (vendor). OBbI4HO, 3TO none He CTouT
N3MEHSAT;

> NAS Port, NAS port type, NAS type of service. 3T 3Ha4yeHuUs He

MEHS0TCS;
» Roaming oTBevaeT 3a BKMOYeHUe/oTkNYeHe dyHKuMM Roaming

npotokona Radius.

[Mocne BHeCEHWNSI U3BMEHEHUI B HACTPOMKMW, HaXXMUTE KHOMKY Apply (NPpUHATB).

8.10.3 802.1x Configuration (HacTpoika napameTpoB CUCTEMDI
aBTopMu3auuu 1 ayteHTUdMKaumum no ctaHgapty 802.1x)

Managed Switch -

i Managed Switch 802.1x Configuratior
L1 System Coniguration

+1 Pon Confguration war Disabis
L1 MAC Binding Rasulleniicaion Disabie
1 MAC Fitee

% WLAM Configuration

5113 ShP Configuration Lt &0 o)

Regumentcation Penioa | 3500 s

%3 ACL Configuration Taperiod E3 sl
#3008 Configuration
1 P Baskc Configuraton
3 a4 Configuration
B Tacacs+ Configuration Max Request 3
B Radus Configuration Raauen Wax ]
B 202 1 Configuration Client Version 20
) 802 1x Pon Configuration
) 802 12 User Asthinormatien
L1 MSTP Config
L1 IGMP SNOOPING Canfiguration
L1 GMR® Confguration
%L1 EAPS Confguration
1 RMON Conguraton
%L1 Cluster Managemest
1 Lag Management
#(1 PoE Pames Cantcl

Server Timeout 10 (Sec)

‘Suppiicant Tameout i s

Check Client Enatie v,
Retresn|  [_Apoly Help
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Ha arton cTtpaHnue WEB wuHTepdeinca npeacraBneHbl HaCTPOWKU

CUCTEMbI ayTeHTMdUKaLUMK 1 aBTopM3aL MM Ha ocHoBe ctaHaapTa 802.1x:

>

YV V.V V VYV V

802.1x — Bkmoyaet/Bbikntovaet (Disable/Enable) npumeHeHune
ayTeHTUMMKaLumn n asTopusaumm no craHgapty 802.1x;

Reauthentication - BKMOYaeT/BblKNtovaeT (Disable/Enable)

NMOBTOPHYIO  ayTeHTUduKauuo. 1o ymMonyaHumio  OTKIIOYEHO.
BknioueHne  gaHHOM dyHKUUK coenaet  ayTeHTudwMKauumio
nonb3oBatenen 6onee HaAeXHOW, HO HE3HAYNTENbHO YBENUUUT
ceTeBon Tpaduik;

Reauthentication period — 3agaeTtca Bpemsa B CeKyHgax Ans

NOBTOPHON ayTeHTUMUKaUUN. AKTUBHO TONBbKO MPU  BKIHOYEHHOMN
dyHKumn Reauthentication;

Quiet Period — Bpems1 B cekyHaax, He TpebyeT N3MeHeHus;

Tx-Period — He TpebyeT nameHeHus;

Server timeout — He TpebyeT n3MeHeHws;

Supplicant timeout — He TpebyeT n3amMeHeHNs;

Max request users — He TpebyeT N3MeHeHUs;

Reauth Max — oTobpakaeT MakCcMMarbHOe KONMMYeCTBO MOBTOPHbIX
ayTeHTudnkaumi;

Client Version — oTobpaxaeT TeKkyLlyl0 BepCcuio KhiveHTa pAansd
yOaneHHou aBTopmsaumnmn n ayteHTudmnkauum yepes 802.1x;

Check Client — BkN/Bblki MPOBEPKU MPOXOXAEHUA cepTudukaTa oT

KnneHTa.

lMocne BHeCEHNSI U3BMEHEHUI B HACTPOWMKMK, HaXXMUTE KHOMKY Apply (NpUHATB).
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8.10.4 802.1x Port Configuration (HacTpowka nopToB A4nsA CUCTEMbI
aBTOpM3auMu N ayteHTUdMKaLmm no ctaHpgapty 802.1x)

i Managed Switch 802.1x Port Config ion
%3 System Consigurition

54 AAA Canfiguraton
B Tacacse Contgursion
B s Combuenton
B 502 1x Configuration o110 WA 256
) 202.1x Poet Confgurion gttt WA 2%
1) 902 1 Uses et Iformation gz WA 2%
21 MSTP Contgurstin s A 2
1 1GMB SHOOPMG Confguradon w1a WA 2
823 GueP Contouraton SetE WA %
#031 EAPS Cerguston cete WA )
¥ RMOM Configuration ol L) 2
101 Ghte Managament 5ol Nk ]

C nomouypbto aTon cTpaHuubl WEB nHTepderica nonb3oBaTternb MOXeT
U3MEHUTb pexuMm paboTbl nopta Anst paboTbl cCUCTEMbI aBTOpM3aUUN U
ayTeHTudukaumm no ctaHgapty 802.1x. MopT MoxeT paboTaTb B 4X pexmmax:

N/A State (no ymonyaHuio);
Auto state (aBTomaTtndeckn);

Force-authorized (NnpuHyauTeneHasi aBTopusauus);

YV V VYV V

Force-unauthorized (MpuMHyanTENbHbIA OTKa3 OT aBTOpM3aLmm).

Ecnn Ha nopTte TpebyeTcs BbINONHATE ayTeHTUdMKauu no
ctaHgapty 802.1x Heob6xoanmo BbICTaBUTb pexum Auto state.

Ecnu He TpebyeTcs genaTb ayTeHTMdMKaUU Anst AocTyna K ceTu
cnenyert BbicTaBUTb pexxum N/A.

OcTanbHble 2 pexuma peako WCMNonb3ylTcAa B CTaHAAPTHbIX
cuUTyauusix.
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8.10.5 802.1x User Authentication Information (MHcdopmauusa o Bcex
npoueccax ayteHTUdukaumm no ctaHgapty 802.1x)

Managed Switch -
o

p Aoslcan Siatn Machine Bach 50 1aie Machine Rery Requmst Stts
3 VuaN Contiguration User same. maC agsreas Request sime
01 EHUP Carigommton s Rty Ragua Hum st Fequest bum sin

3 ACL Configaration Refiesh [ Help

B 602 t Por Cordurnion
B 807 1 Ukar Authledormation

T T ——

23 GMP SOGPING Configaaton

23 GURP Carigursin

3 £4PS Contiparion

IR NT—

LT —

3 Log Management

23 PoE Pawes Conas

Ha aToii cTpaHuue npeacTaBneHbl cBedeHWst 060 Bcex npoueccax
ayTeHTUdMKaLUMM Ha nopTax, HACTPOeHHbIX Ans Hee. WMHdopmauus
npeaocTaBreHa ToJbKO A YTEHUS.

8.11 STP Configuration (Hactpownka npotokona STP)

8.11.1 MSTP Configuration (OcHoBHble HacTporku MSTP)

mue  AAAAAARS ARAAAAAH ARARARAA
Managed Switch () Linkdn
[=1 [ 21 [ 6 1 E EEE E] G EE E G G ] ] ] 66 6 e
1 Disable 2 4 6 8 10 12 14 16 13 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 49 50 51 52
N Managed Switch . MSTP Configuration
‘0 System Configuration
{21 Port Configuration MSTP
1 MAC Binding o
ENEER Portfast Bpdu Filter
{1 VLAN Configuration =
.1 SNMP Configuration EortizstHod wooerd
21 ACL Configuration Fomward-Time
1 QOS Configuration Hello-Time
{11 1P Basic Configuration Errdisable Timeout
'3 AAA Configuration Errdisable_Timeout Interval
3 MSTP Configuration
MSTP Configuration L=l
Port Configuration Max-Hops
Port Information Cisconteroperability
1 IGMP SNOOPING Configuration
{1 GMRP Configuration
" EAPS Configuration
1 RMON Configuration
{21 Cluster Management
1 Log Management
{21 PoE Power Control

Ha paHHon ctpaHuue WEB unHTepdpeiica npeacrasneHbl rnobansHbie
HacTpowku npoTtokona MSTP (Multiple Spanning Tree Protocol):
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» MSTP (Disable/Enable) — Bkn/Bbikn nogaepxky npotokona MSTP;

A\

Priority — HacTpoiika npuoputesaumn. YCTponcTBa ¢ 6onee HU3Kum
NPUOPUTETOM MOAXOAAT OGonblue Anst ponv KOpHeBOro Mocta(root
bridge);

> Portfast BPDU Filter (Disable/Enable) — Bkn/Bbikn dounbTpaumo BPDU

NakeToB Ha NopTe;

> Portfast BPDU Guard (Disable/Enable) — BKn/Bbiki oyHKLMIO 3aLUNThI

BPDU nakeTtosB;
> Forward Time — HacTpomnKa 3aAepXKn NepeChINKN NaKeToB.;
» Hello Time — HacTponka nHtepeana otnpaeskm MSTP HELLO nakeToB;

» Errdisable Timeout (Enable/Disable) — Bkn/Bbikn cdyHkumm Errdisable.

Ecnn nopt ¢ BkntoyeHHbiM BPDU Guard nonydaet naketsl BPDU
3anyckaetca Errdisable Tanmep. Mo ncteyeHun 3agaHHOrO BpeMEHMU
(Errdisable timeout) nopt 6yaeT nepesanyLueH;

> Errdisable timeout — Bpemsa nocne kotoporo dyaeTt nepesanyLleH nopT

nony4meLwnin naket BPDU,;

> Max Age — BpemMs B CeKyHOax B TEYeHMEe KOTOpPOro KOMMyTaTop
oXuaaeT MHgopmauuio o koHdurypauum ST(spanning tree) npexage
YeMm 3anyCTUTb NPOLECC KOHUIypaLmum 3aHOBO;

» Max Hops — konnyecTBo nepexofoB (XonoB) Ao otopackiBaHus BPDU
NakeToB B JOMEHE;

» CISCO Interoperability (Enable/Disable) — Bkn/Bblkin COBMECTUMOCTb C
HacTponkamu STP CISCO.

lMocne BHeceHUs U3MEHEeHWI B HACTPOMKK, HaXXMUTE KHOMKY Apply (MPUHATB).
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8.11.2 MSTP port configuration (Hactponka MSTP Ha nopTax)

AT 1.3 5 1 9 11 1315 A7 19 21 23 25 21 29 31 33 3b 31 39 41 43 45 41
Managed Switch ra P (] [=] ] ] (2] [ <] [=] [=] =] [a] [2] [=] [=] (=] [a] (] (=] (=] [] ] [a] (=]

s alnlalalalalalaNalalalalalalalaNalalalalalalnliao)

1 Disable 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 33 40 42 44 46 438 49 50 51 52

3 Managed Switch STP Port Configuration
(1 System Configuration
23 Port Configuration | port
01 MAC Binding | portrast
EITERL 5 | portrast bpau-ter
1 VLAN Configuration ‘ —
[Enable v]

1 SNMP Configuration Portfast bpdu-guard TE le
21 ACL Configuration | RootGuars
23 QoS Configuration [ tinkrype
21 IP Basic Configuration | priority o ]
s corut puncen C—
3 MSTP Configuration (emmm s <

MSTP Configuration
/8 Port Configuration
Port Information
1 IGMP SNOOPING Configuration
1 GMRP Configuration
1 EAPS Configuration
1 RMON Configuration
{1 Cluster Management

Refresh| [ Apply

1 Log Management
1 PoE Power Control

Ha paHHon ctpannue WEB wnHTepdenca npeactaBneHbl HaCTPOWMKK
MSTP (Multiple Spanning Tree Protocol) ans nopTtos.

» Port — BbIGop nopTta Ans HaCTPONKMK;

> Portfast (Enable/Disable) — Bkn/Bblkn coctosHusa Portfast gns

BbIOpaHHOro paHee nopta. B coctosHumn Portfast nopt nepexoauT u3s
COCTOsIHMA OnOKMpPOBKM B cocTosHue nepecbinku(forward) naketoB
MUHYSA cocTosiHMe obyveHus(learning) n npocnywmnsanus (listening);

» Portfast BPDU filter (Enable/Disable) — Bkn/Bblkn cpunbtpauunio BPDU

nakeToB Ha BbIGpaHHOM MopTe;
> Portfast BPDU GUARD (Enable/Disable) — Bkn/Bblkn yHKLMIO

3awntbl BPDU nakeToB Ha BbIOpaHHOM MopTe;

» Root Guard (Enable/Disable) — Bkn/BbIkn oyHKLMM 3aLLUTBI KOPHEBOTO

mMocTa (root bridge) ot npuema BPDU nakeToB OT yCTpoOWCTB C 6onee
BbICOKMM MPUOPUTETOM, YEM MOCT;

» Link Type — HacTpoyka Tuna noaknodeHus. Point to Point (Touka-
TOYKa) Mo3BONSAET ObICTPO MEHSTb COCTOosiHMe nopta. Shared

nogkrnyeHne He no3BondeT 6bICTp0 MEHATb COCTOAHME nopTa.
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Heobxogumo nporitn 802.1D npoueaypbl, 4Tobbl onpegenuTb cTaTyc
nopTa;

» Priority — HacTpowika CIST npuoputeTta, 3Ha4eHne MoXeT BbiTb TONbKO
KpaTHbIM 16 B AnanasoHe ot 0-240. No ymon4aHutoo 3Ha4yeHne pasBHO
128;

» Path Cost — ot 0 — 200 000 000. Bonee Hu3kue 3Ha4eHWs1 OObLIYHO
COOTBETCTBYIOT root’am;

» Force Version — Tun oTnpaBnseMbiX NakeToB.

lMocne BHECEHWSI UBMEHEHUI B HACTPOWMKMW, HAXXMUTE KHOMKY Apply (NpUHATH).

8.11.3 MSTP information (O6was nHcgopmaums o koHdurypauum MSTP)

w4
Managed Switch 7w [30 00T
jap=-gcololo

=x Eagl
1903 Pon Cantquesien STP Al Port Tnformatior
oot G LinkTypa Prcey Pt Cost Force Vrsian

st

11 P Base Cenfguasion
) AAR Confgraton

1) 1GUP SHOGPING Cenfiguraion
) GRP Condguraton
13 EAS Conguration

Ha panHon ctpaHnue WEB wHTepdbeinica npeactaesneHa cBogHasi
uHdopmauns o koHdpurypauun MSTP. MHdopmaumsa npegoctaBneHa TOMbKo
ONs YTeHus.

8.12 IGMP snooping configuration (HacTponka oTcnexuBaHus
IGMP Tpacpuka)

8.12.1 IGMP snooping configuration (Hactponku cpyHkuumn IGMP
snooping)

[<7 Lini
Managed Switch

‘2 Managed Switch IGMP SNOOPING Configuration
81 System Configuration
#C1 Pont Canfiguration IGMP SNOOPING | Disable v |

[ 1= !
2t Refiesn] [ Appiy
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Ha paHHon cTtpaHuue WEB wnHTepdenca Bbl MOXeTe BKMHOUUTL UK
Bolkntounte  (Enable/Disable) dyHkumio  IGMP  snooping  (npouecc
oTcrnexusaHus CeTeBoro Tpaduka IGMP, npegoTepaLlaloLLnii
wmpokoBewaTenbHyto  (broadcast) petpaHcnaumio  multicast  Tpadmka
KOMMbOTEPaM-NOTPEOUTENAM, KOTOPBLIM HE HY>KHO ero obpabaTbiBaTh).

lMocne BHECEHUSI U3MEHEHUN B HACTPOWKM, HaxXMuTe KHomky Apply
(NpuHATD).

8.12.2 Multicast Group Information (O6wasa nHdopmauumsa o IGMP)

(2] Lnkup
Managed Switch . uncan

7 Disable

- Managed Switch Multicast Group Informatior
(1 System Configuration
(1 Port Configuration
+1 MAC Binding
1 MAC Fiter Refresn
#1 VLAN Canfiguration
¥ SNMP Canfiguration
#1 ACL Configuration
P11 QOS Configuration
(1 1P Basic Configuration
¥ AMA Canfiguration
#(1 MSTP Configuration
4 IGMP SNOOPING Configuration
Bl IGMP SNOOPING Configuratio
E) Mulicast Group Information
+11 GMRP Configuration
%) EAPS Configurstion
*/0 RMON Configuration
%1 Cluster Management
(1 Log Management
*/( PoE Power Control

VLANID Multicast Addross Member Ports.

Ha paHHom ctpaHuue WEB wuHTepdenica npeacTtaBneHa obuias
uHdopmaums o Multicast ansa scex VLAN'oB.
WHpopmaums npegocTaBneHa TOMNbKO AN YTEHUS.

8.13 GMRP Configuration (HacTtpounka pa6otbl npotokona GMRP)
8.13.1 GMRP Global Configuration (Tmo6anbHble HacTporiku GMRP)

Ha gaHHon ctpaHuue WEB mnHTepdeica npeacrtaBneHbl rnobanbHble
HacTpowku paboTbl npotokona GMRP (GARP Multicast Registration Protocol),
npegHasHayYeHHoro A5t YNPOLLEHMS pacnpoCTpaHeHMs No CETU MHopmauum
0 Hanuuun onpegeneHHon Multicast rpynnbl.

BkntoueHue/oTknoueHne nogpepxkn GMRP - ocyuwectensietca cC
nomowbto  Bbibopa  Disable/Enable  (Bkn/Beikn) w  nocrnegytouiero
noaresepxaeHus kHonkon Apply (MpuHaTb).
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[=] Link: 1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47
Managed Switch s uman [ (0 (0 050 [ P (2 P (1 (20 0 (20 [0 (0 P9 £ (0 £ 51 [0 [ 1

s alalalalalalaioBalalolalalalalaBalalalalaliolalafeackolckg

lsable 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 49 50 51 52
3 Managed Switch ) GMRP Global Configuration

(3 System Configuration
(1 Port Configuration ‘ Global GMRP |
(3 MAC Binding
(3 MAC Fiter

1 VLAN Configuration

{1 SNMP Configuration

{1 ACL Configuration

{1 Qos Configuration

1 IP Basic Configuration

2 AAA Configuration

{1 MSTP Configuration

(1 IGMP SNOOPING Configuration

‘3 GMRP Configuration
GMRP Global Configuration
GMRP Ports Configuration
GMRP State Machine

1 EAPS Configuration

{1 RMON Configuration

{3 Cluster Management.

{1 Log Management

1 PoE Power Control

8.13.2 GMRP ports configuration (Hactporka GMRP Ha nopTax)

Ha paHHon ctpaHnue WEB wuHTepdeinca npegctaBrieHbl HAacTPOWKK
GMRP gns otgenbHbIX NOPTOB.

MopT BbIOMpaeTca B BbiNagalwoLweM MeHo Port, BKN/OTKN nogaepXku
GMRP peanusyeTtcsa ¢ nomowibto GMRP Status Disable/Enable.

lMocne BHECEHWUSI U3MEHEHWUA B HAaCTPOWKW, HaXXMUTE KHOMKy Apply
(NpuHATB).

Managed Switch

J Managed Switch
1 Systam Canfguraion
1 Pont Conigursion

= o~

%1 MAC Binding

s

23 VLA Canfiguration Reesh] [ App

* 1 SNMP Configuration Port Name GMRP daarus. Join Timer(centiseconds) Leave Timer(centiseconds) Leasman Timesicontiseonas)
e = .

5 ot = e : : .

23 Clusse Managmant s e

1 PoE Power Coniral gaiiie Disatia
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8.13.3 GMRP State machine (O6was nHdégopmaumus o GMRP)

Ha paHHon cTpaHnue WEB wvHTepdenica HaxoguTcs CBOAHas
WHpopmaumss o pabote npotokorna GMRP. Homep nopta, VLAN ID, MAC
agpec multicast rpynnbl n 74.

WHdopmaLmsa npegocTaBneHa ToNMbKO ANs YTEHUS.

8.14 EAPS Configuration (HacTtponka paboTbl npoTtokona EAPS)

8.14.1 EAPS Configuration (OcHOBHbIe HAaCTPOWKM paboTbl NpoTOKONa
EAPS)

Ha paHHon ctpaHnue WEB wmHTepdenca npeactaBrneHbl HaCTPOWMKK
npoTokona EAPS (Ethernet Automatic Protection Switching),

npegHa3Ha4eHHoro Ana 3awnTbl OT 3auUKinBaHNA Tpacbvu(a B CeTun.

» EAPS Ring ID — Bbi6op ID anst EAPS ring;

A4

Mode - HacTpoiika pexuma paboTbl paboyero y3na gna EAPS
OOMEHa;

Primary Port — Beibop kntodeBoro nopta ansa EAPS;

Secondary Port — Bbi6op BTOpryHOro noprta ansa EAPS;

Control VLAN — Bbi6op VLAN (2-4094) gna EAPS;

Protected VLANS — BbiOOp OAHOIMO MMM HECKOSbKUX 3alluLiaeMblX
VLAN B gomeHe EAPS;

YV V V V
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» Hello Time Interval — HacTpoiika EAPS gomeHa ons nepuoguyeckomn

otnpaBku naketoB HEALTH. 3agaBaemoe 3HaueHuMe B CeKyHAax
OOJIMKHO ObITb MeHbLUE YeM BpeMs 4o ownbku (fail time);

» Fail Time — BpemMsi 0o UcTeyeHus cpoka gencteua B EAPS gomeHe.
[omnxHo 6bITb 6onbLue, yem Hello Time;

> Extreme Interoperability (enable/disable) — Bkn/BbikST COBMECTUMOCTb

C extreme ycTponcTBamu.

» Enable status - Bknoyenune/otknioueHne EAPS Ring.

lMocne BHECEHWSI UBMEHEHUI B HACTPOWMKMW, HAXXMUTE KHOMKY Apply (NpUHATH).

Managed Switch ) Lskdn

' Managed Switch EAPS Configuration
1 System Configuration

%1 Part Configuration g T

T MAC Einding | create status Mot Creatsd
(1 MAC Fiter ‘ e

1 VLAN Configuration

] SNMP Canfiguration | prmary port ~
] ACL Configuration | seconaary pen v
#{1 QOS Configuration | convol vian o
®
C11P Basic Confguraion | Protectsd viANs Format: 24,8 or 310
1 | AAA Configuration ‘ =
%1 MSTF Configuration Hello Time Interval s
1 IGMP SNOOPING Configuration ‘ Fail Time Ll s
%1 GMRP Configuration | Data span Disable v
1 EAPS Conliguiaton | Extreme nteroperabiity Dable

BT | rai s Coutle~
1 RMON Configuration
] Clustar Managsment
0 Log Managemant
L1 PoE Power Coniral

Refresh|  Create Apply Remave

8.14.2 EAPS information (CBogHas nHdopmauumsa o pabote npoTokona
EAPS)

17 19 24 23 25 27 29 31 33 35 37 39 41 43 45 47
[=] Linkup [2] (] (] [] ] [=]

1 3 5 7 9 15
. alalalalaiaialaslslalalslalalaN ol bl

L V06 Sl i alalalalalalalaNalalalalalalaiaNalalalalalalalaBonlcalosio

Disable 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 34 36 38 40 42 44 46 438 49 50 51 52
‘3 Managed Switch ) EAPS Information
(3 system Configuration
(3 Port Configuration
B{] MAC Binding
B MAC Fiter

B{ VLAN Configuration
{1 SNMP Configuration

B ACE O anfmentinn

Ha paHHoi cTpaHuue WEB uwHTepdierica npefcTaBrieHbl obuive
cBefeHus o paboTte npotokona EAPS.

WHdopMaLmsa npeacTaBneHa TOMbKO OIS YTEHUS U HE MOXeT OblTb
N3MeHEeHa C 3TOW CcTpaHuLbl/
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8.15 RMON configuration (HacTpoiku anctaHUMOHHOro
MOHUWUTOPUHIa ceTu)

8.15.1 RMON statistics (CtatucTuka AMCTaHLUMOHHOIO MOHUTOPUHTra
ceTn)

Ha paHHown ctpaHunue WEB uHTepdeinica npeactaBneHbl CBeAEHNS O
cTtatucTmke paboTbl NOPTOB.

Bbibepute nopT u3 BbiNagawwero cnucka, chopmupynite rpynny
cTatTUCTuKM ansa atoro nopta. KoppektHoe 3HavyeHue uHgekca: 1...100, none
OWNER onumoHaneHoe.

Haxmute Apply aona noatesepxaeHus. B Tabnuue Statistics Data
OygeTt nokasaHa ctatucTvka paboTel nopTa.

e
Managed Switch =) Lk
e

=3 Managed Switch RMON Statistics
¥ Systam Configuration
(1 Pon Canfiguration
() MAC Binding

F11 MAC Filter

(1 VLAN Configurasan
(1 SNMP Configuration e a v
(1 ACL Configuration

%(J QOS Configuration

(1 IP Basic Configuration

port: v

Refiesh| [ Apply | [Deete | [ Help
() ABA Configuration Stasstcs Daia

1 MSTP Canfiguration 0 [eterStatsOctets
(L1 IGMP SNODPING Coniiguration

etherStatsBroadcasiPhs

(] GMRP CanSgurasion
¥ EAPS Configuration
=3 RMON Canfgurstion
) Statistics Consguration
5 History Canfiguration
Bl Alarm Consiguration
Bl Event Canfigusation
(21 Cluster Management
#1_1 Log Management
(1 Pok Pawer Canral

8.15.2 RMON history (KypHan pa6oTbl RMON)

Ha paHHon cTpaHuue WEB uHTepderica BO3MOXHO npocMaTpuBaTtbh
XypHan paboTbl NOpTOB.

Bbibepute nopT M3 BbiNagalrollero cnvcka Ans NpocMOTpa XKypHan
paboTbl aToro nopta. KoppektHoe 3HayeHue uHgekca: 1...100, nons Interval,
Request Buckets 1 OWNER onuuoHanbHble.

> Tlone Interval noka3biBaeT 3aTpayeHHOe BpeMsi Ha cOOp AaHHbIX B
cekyHaax (1...3600).

» [lone Request Buckets cooepXuT KONMYECTBO COXPaHEHHbIX 3anucen
(1...100).
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» B T1abnuue Historical Data cogepXxuTcsi ocTanbHas MHoOpMauus n3

XXypHana ¢ MoMeHTa (hopMMPOBaHUS NocneaHen KOHdUrypaumu.

Haxwmnte Apply ons noatBepxaenus. B Tabnuue History Data 6yayt
nokasaHbl AaHHble 13 XXypHana paboTbl nopTa.

= s
e LI

Managed Switch

e DL
w5

X Engh

3 Mansged Switch RMON History

1 MaC Binting [P

1 wac Fier

23 VL Consputon N Wty

P ——— ot - 0
23 ACL Conuenion [—— v

=3 Managed Switch RMON Alarm
413 System Configuration

1 Port Configuration Sequence Index nterval Warisbie (Sample Type  Alarm Valug  [Rising Throshold  Falling Threshold  Rising Evendindex  Faling Evenilndex  (Cramer
51 MAC Bindng W v] [0 o sbaale v o s o o o

#0 MAC Fiter

1 VLAN Configuraion

1 ji:‘l.%"?.ﬁ:’" Somuence imsex werva Voriatle S0 amuains (Rt P
1 QOS Configuiation

Refiesn| [ Agply Deiete Help

Rising  [Failing 5
Eventingex Evant inasx 24

1 1P Basic Confguration
%2 AAA Configuration
+L3 MSTP Configuration
L1 IGMP SNOGPING Configuration
*/1 GMRP Configuratien
%L1 EAPS Gonfguration
=3 RMON Configuration
) suatistics Configuration
B Hissory Configuration
B} saem Configuration
B Evant Consiguratan
+3 Cluster Management
%1 Log Management
1 PoE Pawer Comrol

Ha paHHoun ctpannue WEB wmHTepdenca npeactaBrneHbl HaCcTPOWMKK
ONS Co34aHNs TPEBOXHBIX rPYMM U MPOCMOTPa TPEBOXHbIX COBLITUN.

Bbibepute cyuiecTBytoLWy0 rpynny W3 BbiMagaloowero crnucka Ans
nNpoCMoTpa COOBLITUIM UM BHECEHUS M3MEHEHU B HACTPOWMKW. [na co3gaHus
HoBoW rpynnbl BoibepuTe New. Index gormkeH HaxoauTbes B npegenax 1...60,
Interval gomkeH HaxoguTbea B npegenax 1...3600 (cekyHapl).
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8.15.4 RMON event (JKypHan co6biTui)

7

D
o olo ola aald oo d

c
=11
5

=01 Systam Contgursiin
=1 Pt Configuration Sequence incex Descripson Tipe Community Last Time sent Ouner
1 MAC Blnding How ] [0 nona ) 187011 009000

/1 VLAN Condguratizn
£ SMP Coniguration Sequence | index Descripion Type Community Last Time Sent wner

= I WSTP Configurstin
5121 GMP SHOOPING Canfiguaton
=1 GMRF Canfguration
*_1 EAPS Canfipration
=13 AMON Canfgurstion
5 Stvtlics Cengurstin
) istory Confgraton
B staem Cantguration
5 Ever Coniguraion
(21 Clusss Mamagarsaes
5121 Log Mansosment
=1 PoE Power Contct

Ha paHHon ctpaHnue WEB wuHTepdeinca npenctaBrieHbl HAacTPOWKK
AN NPOCMOTpPa U Co3AaHus XXypHana cobbITUi.

Bbibepute cyuiecTBytoLWyO Tpynny w3 BbiNagatrowlero cnucka Aans
npocMoTpa COObITUN MMM BHECEHUS M3MEHEHWN B HACTPoWkW. [na co3gaHus
HOBOW rpynnbl BoibepuTe New.

» Index pormkeH HaxoouTbeAa B npegenax 1...60,

» Description (onMcaHne) oomkHO 6bITe He 6onee ogHOWM CTPOKM,

» Type (Tun onepauun) gormkeH BbiTb BoibpaH 13: none (6e3 onepauun),
log, SNMP-trap nnu log-and-trap.

» Tone last send time (BpemMs oTnpaBKku NOCNeLHErO COObITUSA) TOMbKO
Ons YTeHus, none owner He oba3aTenbHO ANS 3anofIHeHWs.

HaxmuTte Apply ons noatsepxaeHus.

59



8.16 Cluster configuration (YnpaBneHue knactepamu)
8.16.1 NDP configuration (NDP koHdurypawms)

Ha paHHon cTpaHnue WEB wuHTepdeinca npenctaBrieHbl HAacTPOWKK
NDP. Hactpoiku BkniovaoT B cebs Bblibop nopta, NDP dyHkumio nopTa,
rnobanbHyto NDP dyHKUM0, MHTepBan otnpasneHusi naketoB NDP, Bpems
xpaHeHus NDP nakeToB Ha npuvHMMatoLemM 06opyaoBaHUu.

Bbibepute nopt n Bkntoumte yHkumio NDP. OgHOBpEMEHHO LOMXKHbI
ObITb BkNtoveHsbl NDP nopTta v rmobansHas NDP.

» YcraHoBuTe Bpemsi xpaHeHuss NDP nakeToB Ha MpuMHUMAalOLLEM
obopynoBaHun B npegenax 1...4096 cekyHn (mpegycTaHOBIEHHOE
Bpems 180 cekyHn).

> YcrtaHoBuTe WHTepBan oTnpaBndembix NDP nakeToB B npegenax
1...4096 cekyHp (NpegycTaHoBreHHoe BpeMs 60 cekyHn).

» Haxmnte Apply ona noaTBepXXaeHus.

=] Linkuf 1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47
Managed Switch m”k: alalalalalalalaNalalalaialalalal alalalaialalalin)
PSR [ [ [] ] 2] (& (2] (2] [ (&) [2] (=] &) (& (& (& (& (&) =] =) & 0 G (26 E R
[] Disable 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 49 50 51 52
A Managed Switch NDP Configuration
1 System Configuration
‘1 Port Configuration
1 MAC Binding | port: [ — _
1 MAC Fiter |PortEnable | [disable v
1 VLAN Configuration | Global Enable |
{3 ACL Configuration
{1 QOS Configuration |agngume | [180 (1-4096 sec)
1 IP Basic Configuration
23 AAA Configuration Apply

{1 MSTP Configuration

{1 1GMP SNGOPING Configuration

.1 GMRP Configuration

{3 EAPS Configuration

‘1 RMON Configuration

“2 Cluster Management
NDP Configuration

B NTDP Configuration

Cluster Configuration

1 Log Management

{11 PoE Pouer Control
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8.16.2 NTDP configuration (NTDP koHdurypaums)

Ha paHHon cTtpaHunue WEB wnHTepdenca npencraBneHbl HAaCTPOWKU

NTDP. Hactponku BknoyatoT B cebs Bbibop nopta, NTDP dyHKkuuio nopTa,
rnobanbHyto NTDP dyHkuuio, topology collection range, topology collection
time interval, Bpemsa 3agepxku oTnpaBneHWss NakeToB ANA NepBOro nopra,
BpeMS 3alePXKKU OTNPaBfeHUs NakeToB Ansi OCTarnbHbIX NOPTOB.

Bbibepute nopt u Bknwouute yHkumMio NTDP. OpHoBpeMeHHO

OOIMKHbI ObITb BKItoYeHbl NTDP nopta u rmobansHas NTDP.

>

[=]
Managed Switch & Linkan

YcraHoBUTE  KONMMYECTBO  nepexogoB B npegenax  1...6,
(npeaycTaHOBNEHHOE YMCO Nepexonos.;

YctaHoBUTE BpemeHHoM wHTepsan B npegenax 0...65535 muHyT
(npegycTaHoBNEHHbIV MHTepBan 1 MyuHyTa).

YcTaHoBUTE BpeMs 3adepXKu OTMpaBfsieMblX NakeToB Al NepBOro
nopta Hop-delay B npegenax 1...1000 mcek (npegycTaHOBNEHHOE
Bpems 200 Mcek).

YcTaHoBUTE BpeMs 3afepXKu OTMpaBreHUs NakeToB Ans OCTarnbHbIX
noptoB B npegenax 1...100 mcek (npegyctaHoBneHHoe Bpems 20
MCEK).

Haxmute Apply onst noaTBepXxaeHus.

13 5 1
[=] [=] [=] (<]
[=10=1 (=1 9
7 4 6 8

[ pisable

3 Managed Switch

1 System Configuration

1 Port Configuration

{1 MAC Binding

{11 MAC Fiter

{21 VLAN Configuration

1 SNMP Configuration

{1 ACL Configuration

11 QOS Configuration

2 IP Basic Configuration

{1 AAA Configuration

{1 MSTP Configuration

1 IGMP SNOOPING Configuration

21 GMRP Configuration

21 EAPS Configuration

21 RMON Configuration

3 Cluster Management
NDP Configuration
NTDP Configuration
Cluster Configuration

12 Log Management

{11 PoE Power Control

NTDP Configuration

‘ Port:

| port Enable disable v
| GlovatEnavle | [gisable v
| Hovs 16)
| mtervalume 068535 min)

| Hop-aetay 11000 milsec)

(
(
(
‘ Portdelay (1-100 milsec)

Refresh| [ Apply Help
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8.16.3 Cluster configuration (KoHdurypaumsa knactepoB)

Ha paHHon cTtpaHunue WEB wnHTepdenca npencraBneHbl HAaCTPOWMKM
KOHGMrypawmm Knacrtepa. HacTpowku BKMNtOYaT B cebs
BKMIOYEHNE/OTKIIOYEHE KnacTepa, HacTponku VLAN, nyn agpecos knacrtepa,
WHTepBanbl oTtnpasneHns handshake naketoB, wma knactepa, nyTb
BKMIOYEHNS B KNacTep, v yganeHue knacrtepa.

» B none management VLAN ycTaHOBWTE 3HayeHue B npegenax

1...4094 (npegyctaHoOBMNEHHOE 3Ha4eHue 1);

» YcTaHoBMTE nokanbHbli IP agpec Ons yCTPOWCTB BKMOYEHHbIX B
knactep (B gnanasoHe 0.0.0.0 - 255.255.255.255, anuHa mackn 0 —
32);

» YctaHoBuTe uHTepBan otnpaBku handshake naketoB B npegenax
1...255 cekyHa (npegycTtaHoBneHHoe 3HayveHne 10 cekyHn);

» YcraHoBuTe Bpemsa yaepxaHusi handshake naketoB B npegenax
1...255 cekyHpa (NpeaycTaHoBMNEeHHOe 3HaYeHne 60 cekyHa).

Ona cosgaHua knactepa HeobxoouMo 3agaTb eMy umsA BbiOpaTb
3MNeMeHTbl Knactepa W NyTb AN MNOAKIMHOYEHUs] K Knactepy (B pyvyHOM W
aBTOMaTU4eckoM pexmme). [locne HaACTPOMKM Knactepa OH  MOXeT
aBTOMaTUYECKN NEPEXOANUTDL B PYHHOW PEXUM.

Py4yHon pexum nos3BonsdeTr wu3MeHATb uMsA knactepa. [locne
dopMMpOBaHUS Knactepa MMeEETCs BO3MOXHOCTb NPOCMATpMBaTh SMEMEHTHI
Knactepa v KaHOMOaTOB Ha BKIKOYEHME B knactep B Tabnuue, nobaeBnstb
HOBbI€ 3J1EMEHTbI B KNnacTep.

Haxmute Apply ons noatBepxaeHus.

Managed Switch

jraton,
Clusiar Name Toe ~

B NTDP Cantiguration
B Cluster Confiraton sersi ac " sims

%L Log Mansgement

L) PoE Powss Conro
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8.17 Log management (YnpaBneHue XXypHanamm 3anucemn)

Ha paHHon cTpaHnue WEB wuHTepdenca npegctaBrieHbl HAacTPOWKK
dunbTpa BbiBOAa 3anucen. B nome Log Priority moryt 6bITb crnegytouime
3HaYeHus:

» Critical — BbIBOOUT MHbOPMaLIMIO, OTHOCSILLYIOCS! TOJNIBKO K
KPUTUYECKOMY YPOBHIO BaXKHOCTMU;

» Debugging — BbIBOAUT nHdOpMaLMo ANs OTNaaKy;

» Informational — BbIBOAMT UHpOPMaLMIO AN OTNaaku 1 o6LLyro
WMHpopMaumto B fiorax;

» ALL — BbIBOOUT BCHO UH(POPpMaLHIO.

YTo6bl NPUMEHUTE hUNbTP 3anucemn Haxxmmute KHonky Refresh (06HOBUTB).

1113 15 47 19 21 23 25 27 20 31 33 35 37 30 41 43 45 47
[a1 <] [ [ [=] [ [=]

1 3 5 7 9
Managed Switch (e 1) () (2] (<1 (a1 (1 (1 [ [ 1 G F F 1 F . )
s alalnlalalolalaNalalalalalalalaNalolalalalalalaNoalaalsolas)
[] Disable 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 19 50 51 52
‘3 Managed Switch Log Information
{3 system Configuration
1 Port Configuration LogPrionity ]| Rerresn]
{1 MAC Binding
1 MAC Filter

(3 VLAN Configuration
“C1 SNMP Configuration
1 ACL Configuration
11 QOS Configuration
1 IP Basic Configuration
{3 AAa configuration
1 MSTP Configuration
1 IGMP SNOOPING Configuration
1 GMRP Configuration
{2 EAPS Configuration
{1 RMON Configuration
“( Cluster Management
‘2 Log Management

Log Information
0 PoE Power Control
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8.18 POE Power Control (HacTpownka PoE)

8.18.1 POE port configuration (YnpasneHue PoE ansa noptos)

&x Engn

503 uSTP Congurston
L1 GHAR Corfiguratin

Sectan ey Vg () P )

WA [Ty A
A i [0 Na A
A A A [ i

2081 7

B o Per Cont gt
B PoF Poicy Canfiguraton L
B #0 Guory Canuraton »

Ha panHom  cTtpanmue WEB  wHTepdbenca  npeactasneHa
KoHdurypaums POE (nogaya nutaHus K yCTPOWCTBY BMECTe C AaHHbIMMW) Ans
nopToB. [N HAaCTPOWMKN AOCTYMNHbI CreayloLime napameTpsbil:

» Total Power - cymmapHasa mowHocTb POE;
» PoE single port power - mowiHoCcTb POE Ha ogHOM nopTy;

> PoE on/ off — BkntoyeHue / oTkntoyeHme nogaum PoE;

Kpome Toro Ha gaHHOW cTpaHuLue oTpaXeHa MHOopMaLmMs O TEKYLLEM
coctosiHum POE o6opynoBaHus (Knacc noakmo4YeHHOro yCTpOMCTBa, cTaHaapT
KOTOPOMY COOTBETCTBYET YycTpouncTBO POE af/at/bt, Tekywnii ToK B MA,
Tekyuiee HanpsbkeHne PoOE, mowHocTb notpebnaemas ycTpoOMCTBOM OT
KOMMYyTaTopa).

MmeeTcsa BO3MOXHOCTL 06HOBUTL (Refresh), noarsepanTb naMeHeHus
(Apply), BepHyTbCA K 3aBoAckMM  HacTporkam (Restore  Default),

nepesanyctuTb NopThl (Port Restarting).
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8.18.2 POE policy configuration (YnpaBneHue pacnucaHvem nogayum PoE
Ha NopThbl)

i Managed Switch
3 Systom Condgueatisn

E
H
H
E
£

423 008 Cenfiguratan
3 1P Basc Conbrasion
3 A Confgursion
(I y—
.3 IGMP SHCOPING Configurain ]
3 GURP Confguraion w
23 EAPS Cantiuustin
3 RO Canfgursion
%23 Cusr Managemest
=13 Log Mansgument
B Log Infoemation
124 PoE Panese el
T r— i
B PoE Pukcy Canfiguesion "
B PD Quary Confguraton u

£
@k
¥
£
¥

H!Eﬂ!&ﬂ&!!ﬂﬂﬂg
NnnannﬂnnsnnaE

Ha paHHon  cTpaHuue WEB  wuHTepdpeiica  npencrtaBneHa
KOHdurypauuss HacTpoek nogaynm nuTanma PoE k  nmogkntoyeHHoMy
obopyaoBaHuMio no pacnucaHuto. [nsi HacTpPOWKU pacnucaHust OOCTYMHbI
cnegywowne napameTpsil:

» hour —yacsl;

» week — oHn Hepenu;

[lns HacTpoKKKM pacnucaHnsa crnegyer:

» BblbpaTb HOMep nopTa u3 BbinagaoLwero MeHto (PoOE port);

» aKktuBupoBaTb (YHKUMIO BKMYeHus/oTknodeHus  Policy  Status

(enable/disable);

» BblOpaTb Bpems B korioHke Clock u aeHb Hegenu Monday...Sunday B

COOTBETCTBYHLLEN KOMOHKE;

» noarBepauTb nameHeHus (Apply).
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8.183P

D Query Configuration (®dyHKUUA aHTM3aBUCaHUA

nogkntoyeHHoro POE o6opyanoBaHusA)

i Managed Switch

3 1P Baslc Confiuation
L1 AAA Canfiguraton
1 MSTP Confiuration

121 1GMP SNOOPING Configuaion

¥ GURP Configuraton

B) PoE Port Cantiguratin
) Pok Poley Contguratan
) PD Cuary Comfguemton

EER
32
2
H
3
f
i
£

1
£
i
3
[
&
i
3
-4
-1
i

L L ERR TR |

Ha panHow cTpanHuue WEB wuHTepdenca npegcrtaeneHa yHKUus,

Nno3BoNAKLWAas KOHTponuMpoBaTb noaknoyeHHoe PoE oGopyp,osaHvle n B

cnyyae

3aBUCaHMS nepesarpyxaTb ero nyTteM nepenodayn PoE Ha

COOTBETCTBYHOLLUI MOPT.

[N HACTPOMKN JOCTYMNHbI CrieayoLmne napameTpbl:

PoE port — Beibop HoOMepa nopTa (13 BbinagaroLLero cnucka);
PD IP address — IP agpec nogkntodeHHoro PoE o6opynoBaHus;

PD Query Interval — wHTepBan oTnpaBkn 3anpocoB K PoE

obopygosaHuio B npegenax 2...30 cek (NpegycTaHoBNeHHOe Bpems 5
CeK);

PD Timeout Number — konuuyecTBo 3anpocoB k POE obopygoBaHuto,

KOTOpoe MOXeT ocTaBaTbca 6e3 oTBeTa B npegenax 2...10
(NnpepycTaHoBreHHoe 3HayeHue 3);

PD Boot Time — makcumanbHOe BpeMsi Ans nepesarpy3km PoE
o6opynoBaHus B npegenax 30...600 cek (npegycTaHOBNEHHOE BPeEMS
120 cex).

[ns noaTBepXXAEHUSA U3MEHEHMIN HAXMUTE KHOMKY NpuHATE (Apply)
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http://192.168.0.1/fs/doc/protected/PoePdQuery.html

9. UsmeHeHue IP appeca kommyTaTopa

: afan
- [0 = = = Jolololof
i A
34 SW-80802/L(150W) nfiou
{3 System Configuration
B Basic Information Line item VLAN ID 1P Address / Subnet Prefix DHCP Client MAC Address
B Serial Information | [1 v |t 192. 168. 0. 3/24] x\ Disable V| 0028.2411.bdf1
B) User Management 1 1 192.168.0.1/24 Disable 0028.2411.BDF 1
[ Safe Management
E) SNTP Configuration Refresh Create VLAN Interface Delete VLAN Interface
B Jumbo Frame Configuratio Set 1P Address/DHCP Client Delete IP Address Help

) Save Current Configuratior
B Configuration File
B File Upload
B system Reboot

#( Port Configuration

& {1 MAC Binding

%) MAC Fiter

#(] VLAN Configuration

#(] SNMP Configuration

#( ACL Configuration

#(1 QOS Configuration

=3 IP Basic Configuration
[B) P Address Configuration
B) ARP Configuration and Dis
[E) Host Static Route Configur

#{ AAA Configuration

Ins naMeHeHus IP agpeca koMmmyTaTopa:

— Bbinonnute Bxog B WEB uHTEpdENC KOMMYTaTOPa;

— Bowngute B pasgen meHto IP Basic Configuration, nyHkT IP Address
Configuration (Hactpoiika IP agpeca);

— ycTtaHoBuTe Line Item «1», DHCP Client «Disabley;

— BBeguTe HoBbLIN agpec B none IP Address/Subnet Prefix (agpec
OOIMKEH ObITb YHVKArNbHBIM U HE OOMKEH NOBTOPATLCSA);

— Haxmwute Set IP Address/DHCP Client (yctaHOBUTbL agpec), cmapbil
IP adpec aemomamu4ecku nepecmaHem delicmeogamab;

— BbinonHume noemopHbIli 8xo0 8 WEB uHmepdgbelic, ucnonb3ys
HoeblIll |IP adpec.

BHumaHue!

[nsa coxpaHeHus HoBoro |IP agpeca B 3HeproHe3aBMCMMOW NaMaTh
KOoMMyTaTopa B pasgerne meHo System Configuration, nyHkt Save Current
Configuration (MpocmoTp TekyLen koHUrypaumm) COXpaHuTe HacTPOMKH, B
NPOTUBHOM Criy4ae npw nepesarpyske KoMMmyTatopa OyaeT ycTaHOBIEH
npeablaywmn IP agpec. ObpaTnTe BHUMaHWE, YTO HOBbIE NapamMeTpbl,
noMmMmo camoro IP agpeca, 4O/MKHbI cogepXkaTb NpednKe Macku nogcetu
(3HauveHwue B BuTax nocne cumeona "/". (Hanpumep: 192.168.0.1/24)
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BHumaHue'!

KayectBeHHOe  3a3emneHve  dABnseTcsd  obsA3aTenbHbIM  YCIOBUEM
NOAKMIOYEHNS.
10. TexHUn4YeCcKue xapakTepucTuKu*
Moaenb SW-84804/L(800W)

O6Lee kon-Bo NOpTOB 52

Kon-Bo noptoB FE+PoE -

Kon-so noptos FE -

Kon-Bo noptoB GE+PoE 48

Kon-Bo noptoB GE
(He Combo nopTbl)

Kon-Bo noptoB Combo GE
(RJ45+SFP)

Kon-Bo noptoB SFP
(He Combo nopTbl)

4 GE (1000M6wurT/c)

MowHocTb POE Ha oaunH nopt
(makc.)

90BT (1-4 nopTbl)
30BrT (5-48 nopThl)

CymmapHas moLwHocTb POE Bcex

800 Bt
nopToB (Makc.)
IEEE 802.3af
Cranpgaptbl PoE IEEE 802.3at
IEEE 802.3bt

Metog nogauun PoE

Meton A+B (5-48 nopTbl)
1,2,4,5(+), 3,6,7,8(-)
Metoa A (5-48 noptbl)

1,2(+), 3,6(-)
BcTpoeHHble onTuyeckmne nopTbl -
3Bes3qa
Tononoruu NoaKnto4YeHns Kackan
KonbLO
Bydep naketos 12 Mb
Tabnuubl MAC-agpecos 16 K
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Moaenb SW-84804/L(800W)
MponyckHasa cnocobHOCTL
KOMMYTaLMOHHON MaTpuLibl 256 out/c

(Switching fabric)

CkopocTb 06cnyXnBaHus
nakeToB (Forwarding rate)

1000 M6uTt/c — 1488,000 nakeTtos/c
100 M6uT/c - 148,800 nakeToB/c
10 M6wuT/c- 14,880 nakeTtos/c

Mopaepxka jumbo frame

16 Kb

Pasmep flash namatun

128 Mb

CTaHﬂ,aprl M NPOTOKOJ1bI

o |[EEE 802.3 — 10BaseT

¢|[EEE 802.3u — 100BaseTX

o |[EEE 802.3ab — 1000BaseT

¢ |[EEE 802.3z — 1000 BaseSX/LX

¢ |[EEE 802.3x — Flow Control

¢ |[EEE 802.1g — VLAN

¢ [EEE 802.1p — Class of Service

¢|[EEE 802.1d — Spanning Tree

¢ [EEE 802.1w — Rapid Spanning Tree

o [EEE 802.1s — Multiple Spanning Tree

¢ |[EEE 802.3ad — Link Aggregation
Control Protocol (LACP)

o |[EEE 802.1ab — LLDP (Link Layer
Discovery Protocol)

o |[EEE 802.1¢c — Access Control

PyHKUMMM YPOBHSA 2

o |[EEE 802.1d (STP)

¢ |[EEE 802.1w (RSTP)

o |[EEE 802.1s (MSTP)

¢VLAN / VLAN Group 4K

¢ Tagged Based

¢ Port-based

e \oice VLAN

e Link Aggregation IEEE 802.3ad with
LACP

¢ IGMP Snooping v1/v2/v3

¢ IGMP Static Multicast Addresses

e Storm Control
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Mopenb

SW-84804/L(800W)

KauecTtBo obcnyxumnsaHusa (QoS)

IEEE 802.1p
CoS/ToS, WRR, WFQ

e Management System User
Name/Password Protection
o |[EEE 802.1x Port-based Access

BesonacHocTb
Control

oHTTP & SSL (Secure Web)

¢ SSH v2.0 (Secured Telnet Session)

o YnpasneHue 4yepe3 Web-nHtepdeiic
YnpasneHue * CL

o Telnet

¢ SNMP

PW (nutaHwne), SYS (paborta
VHIVKATODb! kommyTaropa), PoE (PoE Bkn/Bbikr),

A P Link (coeguHeHue ectb/HeT), Giga (100

unun 1000 MowuT/c)
lpo3o3aiwmta 3 kV
MuTaHue AC 100-240V
OHepronoTpebnexune <820 BT (<20 BT 6€3 PoE)

AKTUBHOE (2 BEHTURATOpa C

OxnaxpaeHuve aBTOMAaTUYECKUM U3MEHEHMEM CKOPOCTHU

BpaLLEeHMs B 32aBMCUMOCTM OT Harpysku)

Cnocob MoHTa)xa

B 19” cToiky, 1U

Pabouas Temnepartypa 0...+55 °C
Bec (6e3 ynakoBkm), Kr 5.5
Pasmepb! (LUXBxIT), Mm 440x45x360

JlononHuTensHo

Pexxum yBenuyeHus ganbHOCTU
nepegaym curHanos 8o 250m.
(Ckopocmbs nepedayu ozpaHudeHa 10
M6um/c).

* [MpounsBoanTenb UMEET NPaBo N3MEHATb TEXHUYECKNE XapaKTEPUCTMKN U3aenns n
KomnnekTauuo 6e3 npeaBapuTenibHOro yseomneHua.

70



11. FapaHTus

lapaHTns Ha Bce obopygoBaHne OSNOVO - 7 net (84 mecsua) c
AaTbl NPOAaXW, 3a WCKMIOYEHWEM aKKyMYnATOpHbIX 6aTtapei, rapaHTUHbIN

CpoK - 12 mecsiues.
B TeuyeHue rapaHTUAHOIO CpoKa BbINOMHAETCA GecnnaTHbI PEMOHT,

BKIlOYasi 3an4acTu, UK 3amMmeHa U3genuii Npyu HEBO3MOXKHOCTM UX PEMOHTA.
MogpoGHas MHopmauus 06 YCroBUAX rapaHTUAHOTO 0BCMYyKUBaHUSA

HaxXOAUTCA Ha canTe WWW.0SNOoVO.ru

230329 (2)
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